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1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction
o Preferences & Database

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 21.1.0.0.0, refer to the
following documents:

e  Oracle Banking Digital Experience Installation Manuals
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Background

Objective and Scope

2.0bjective and Scope

Open Banking Configuration Document provides the various configurations required to enable UK
Open Banking in OBAPI

Scope

Headers Configuration
Properties

SAML Integration
OAuth Configuration

Code Convention and Extensibility

Home

ORACLE



Technology Stack

3. Technology Stack

Software Version

Java Java JDK or JRE version 8
OBDX/OBAPI 20.1.0.0.0

OAuth OBDX Internal OAuth

Abbreviations

OO0TB Out of the Box

TPP Third Party Providers

ASPSP Account Servicing Payment Service Provider
SAML Security Assertion Markup Language

Home
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http://www.oracle.com/technetwork/java/javase/downloads/index.html

Pre-requisites

4. Pre-requisites

Java JDK or JRE version 7 or higher must be installed. For installation of Java please refer
installation guide.

OAuth Setup

Weblogic Server with SAML Assertion capability

Home
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Headers Configuration

5. Headers Configuration

There are two types of headers configuration available for UK Open Banking.

e System Headers (i.e. Mandatory Headers and its respective value validation)

e Configuration Headers (i.e. Mandatory Headers).

Below are the configuration steps and Out of the box header already configured in the system.

System Headers:- As of now in OOTB one header has been added as mandatory “x-fapi-financial-
id” with value as “491308330388688” (This is a random value and can be changed. This value is
issued by OBIE and corresponds to the Organization Id of the ASPSP in the Open Banking
Directory). This value needs to be configured by Bank or ASPSP. This header needs to be sent by
the TPP to the ASPSP mandatorily with the same value. Both Header name and Header value are
validated for System Headers.

For configuring more system headers, below script is to be executed in the OBAPI Admin schema.

Insert into DIGX_FW_CONFIG_ALL_B (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED_FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST_UPDATED_DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER) values (‘uk%%HEADER
NAME%%','OpenbankingSystemHeaders','%%HEADERVALUE%%','N',null,'Open
Banking','ofssuser’,sysdate,'ofssuser',sysdate,"Y',1);

Below Query is used to check the System Headers in the system

select * from digx_fw_config_all_b where category_id = 'OpenbankingSystemHeaders',

Configuration Headers :- As of now in OOTB one header has been added as mandatory - “x-
fapi-interaction-id”. This header is required to be sent by the TPP to the ASPSP mandatorily with
any value.

Only header name is validated in case of Configuration Headers.

For configuring more config headers, below script is to be executed in the OBDX/OBAPI Admin
schema.

Insert into DIGX_FW_CONFIG_ALL B (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED_FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST_UPDATED_DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER) values (‘uk%%HEADER NAME%%','
OpenbankingConfigHeaders',null,'N',null,'Open
Banking','ofssuser’,sysdate,'ofssuser’,sysdate,"Y',1);
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Headers Configuration

Below Query is used to check the System Headers in the system

select * from digx_fw_config_all_b where category_id = 'OpenbankingConfigHeaders'";

Home
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Properties

6. Properties

Below are the properties required to be updated in the UK Open Banking. Please find the below
properties, its purpose and OOTB values.

Table:- DIGX_FW_CONFIG_ALL_B

Category-Id :- OpenBankingConfig

Property Id

Property Value (Out of the
Box)

Purpose

CONSENT_EXPIRY
DAYS

90

This value is used to check if expiry
date send by TPP for the Account
Access Consent is not more than 90
days and if it is more than 90 days
then ASPSP will reject this value

CONSENT_HANDLE
R

com.ofss.digx.app.openbanking
.consent.handler.uk.UKConsent
Handler

Handler defines the Region specific
behavior of the Open Banking
framework. By default UK Consent
Handler is used for UK Open
Banking compatibility

Token Settings

Category-Id :- SecurityConstants

Property Id

Property Value

Purpose

SIGNER

MAC/no row — MAC Signer

X509RS256 — x509 signed
token with RS256 algorithm

X509PS256 - x509 signed token
with PS256 algorithm

The algorithm used to generate JWT
token.

ORACLE




Client Authentication

Properties

Property File Path :- /core/auth/com.ofss.digx.oauth.rest/src/common_rest.properties

Property Id

Property Value

Purpose

clientAuthenticationM
ethod

1. client_secret_basic - Clients

that have received a
client_secret value from the
Authorization Server
authenticates with the
Authorization Server in
accordance with OAuth 2.0
using  the HTTP Basic

authentication scheme. This is
the default value.

2. private_key_jwt - Clients that
have registered a public key sign
a JWT using that key. The Client
authenticates in accordance
with OAuth.JWT and
OAuth.Assertions.

A set of Client Authentication
methods that are used by Clients to
authenticate to the Authorization
Server when using the Token
Endpoint.

Code Challenge

Property File Path :- /core/auth/com.ofss.digx.oauth.rest/src/common_rest.properties

Property Id

Property Value

Purpose

isCodeChallengeEna
bled

1. false — this is the default value
2. true

Property to enable/disable code
challenge mechanism as per the
FAPI requirements.

6-2
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SAML

7.1

7.2

/7. SAML

SAML Setup

SAML Setup is required for propagating User Identification for account selection as part of consent
authorization. Follow this section of the document available at below location for SAML setup:

b

SAML Integration

SAML Integration is required for asserting User Identification for account selection as part of
consent authorization. Steps to be followed for SAML Integration are as below.

URL for SAML Account Rest should be as :- http://<host>:<port>/ob/saml/accounts

One default Internal Touch Point configuration will be required to handle Access to FETCH and
POST Accounts through SAML.

Create a new TouchPoint for SAML services Access and configure in the web.xml of
obdx.app.rest.iidm.ear for the URL “ob/saml/accounts” as  “init-param -
obdx.saml.accesspoint”. So through Role Transaction Mapping of the newly created touchpoint,
the access would be provided for the SAML services of Open Banking FETCH and POST account.

As part of User Onboarding in OBAPI, the created touchpoint needs to be associated to the user
being onboarded.

Home
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1 Getting Started

1.1 Pre-Requisites

This How-To guide assumes that you have already downloaded and installed the following
products/components.

e Download and install FMW 12.1.2 — this includes Oracle WebService Manager 12.1.2.
e Download and install Database 11.2.0.3

e Download JDeveloper 12.1.2

e JDK7 is preinstalled

1.2 Install Locations

This How-To does not provide installation instructions for the pre-requisite components.
You can consult the following how-to for installing FMW 12.1.2:
http://www.oracle.com/technetwork/middleware/webservices-manager/owsme-installation-12c-

1971739.pdf

You can also consult the appropriate Install guides. OWSM documentation can be found at:
http://docs.oracle.com/middleware/1212/owsm/index.html

The components in this How-To are installed at the following locations:

Component Install location

Oracle Weblogic 12.1.2 D:\oracle_12.1.2\wlserver_10.3
Oracle Web Services Manager (OWSM) 12.1.2 D:\oracle_12.1.2\oracle_common
Oracle Enterprise Manager (EM) 12.1.2 D:\oracle_12.1.2\oracle_common
IDeveloper D:\oracle_12.1.2\jdeveloper

JIDK D:\Java\jdk1.7.0_15

1.3 Topology

This How-To uses a single domain. The domain includes a single weblogic server. The steps provided in
this How-To can vary based on Topology.

e Domain Name: base_domain
o  Weblogic Server: AdminServer

1.4 Install & Topology Verification

Start the Admin Server
Navigate to: D:\oracle_12.1.2\user_projects\domains\base_domain\bin

Oracle Corporation | Prakash Yamuna _
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1.4.1 Verify all Product Consoles are reachable

Go to the product console URL and provide username as weblogic and password as appropriate to your

installation.
Product URL Note
Oracle WebLogic http://localhost:7001/console WebLogic Administration

Console

Oracle Web Services Manager
(OWSM)

http://localhost:7001/wsm-pm

Indicates status of OWSM Policy
Manager. Presence of this page
indicates that the Policy
Manager

has started

http://localhost:7001/wsm-
pm/validator

Show you all the out-of-the-box
policy. If you see that page,
OWSsM

policy store is properly deployed
and running

Oracle Enterprise Manager (EM)

http://localhost:7001/em

Oracle Enterprise Manager

2 Usecase

Description

This How-To describes how to secure a JAX-RS REST service and client using OWSM 12.1.2.

[ HelloWorldServlet }

HelloWorldRestClient
(REST Client Proxy)

OWSM
Agent

oracle/multi_token_rest_service_policy

oracle/http_saml20_token_bearer_client_policy

Oracle Corporation | Prakash Yamuna
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Objective
The main objective of this How-To:
e How to build a simple REST services using JAX-RS technology in JDeveloper

e How to secure a simple HelloWorld JAX-RS application using OWSM Policy in JDeveloper
e Deploy and Run the HelloWorld JAX-RS application to a Weblogic domain

e How to build a simple HelloWorld REST Client Proxy for the HelloWorld REST service using JAX-RS
technology in JDeveloper

e How to secure the HelloWorld REST Client Proxy using OWSM Policy in JDeveloper

e Testing end to end.

Policies Used

| Service | Policy | Type |
HelloWorldidPropSample oracle/multi_token_rest_service_policy REST service
| HelloWorldRestClient | oracle/http_saml20_token_bearer_client_policy | REST Client |

Oracle Corporation | Prakash Yamuna _
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3 Create “rest-saml-idprop” Application

This application will contain two projects. One for the REST service and another for the REST Client.

@ Mew Gallery (]
Q|
Categories: Items: [] Show All Descriptions
- rolications > ava Desktop Application
~-Connections
Depl D iDto < Creates an application configured for building a generic a application. The new
Spoymen =sanplors \aﬂnﬂr‘sﬁnn will include a project that is_ pr to use Jawa, Swing, and
- Deployment Profiles JawvaBeans features.
---Diagrams —
e dava ADF Fusion Web Application
- Maven ADF Jawva Desktop Application
~--Projects
ML [£] Application from EAR. File
e MMIL
B2 icati
=}-Business Tier = Applicaton Template
~--ADF Business Components Custom Application
~--Contexts and Dependency Inject' . | ——
--Data Controls Database Application
BB Extension Application
- Security
-TopLink/IPa Jawa EE Web Application

~——Web Services
=--Client Tier
-ADF Desktop Integration

UML Application

Help | oK | Cancel

Provide the necessary information for creating the Application as shown in the screenshot below.

’ﬂ Create Java Desktop Application - Step 1 of 4

Name your application

application MName:
|re5t—saml—idpro|:|

Application Name

Directory:
|D:\JDeueloper"yﬂywork\rest—samI—idprop Browse...

7]

]

._.2;,_._.
)..i.a\ Project Mame
..]..

Application Package Prefix:
|examples ~wsm. helloworld

Click “Next”

3.1 Create “service” Project

Create a project called “service” in JDeveloper as show in the screenshot below. This project will be used

to build the REST service.
Oracle Corporation | Prakash Yamuna
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Name your project

Create Java Desktop Application - Step 2 of 4

Application Mame

Project Name: |5eruice

Project Name

Directory:

|D:UDeveloper‘uﬂywork\(est—saml—idprop‘lﬁer\.-'ice |

Project Java Setlings

Project Features:

(——E

Jawva

The Jawva programming language is a simple object-oriented language designed to meet
the challenges of application dewvelopment in the context of hetercgeneous,
network-wide distributed environments.

Help

Click “Next”

gicm!aval)ﬁttuphp'pﬁcaﬁln\—SIq:Zuf! E

Configure Java settings

Application Mame Ypur new project starts with a default package, a source root directory, and an output
directory.
;Te Project Mame
i Default Package:
-.?.- Project Java Setting| = |
n.l.l Build Tool
Java Source Path:
|D:UDeueloperhﬂywork\rest—samI—idprop\service\src | Browse..
Cutput Directory:
|D:UDeueloperhﬂywork\(est—samI—idprop‘lseruice\dasses | Browse...
4 b} L
Help <Back |  Mext> | Einish Cancel

Click “Next”

Oracle Corporation | Prakash Yamuna _
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[—
Select Build Environment E'
e
Application Mame (@) Use JDeveloper's default build tools
Project Name —
Project Mame D Maven
T Project Java Settings Group ID: |rest-sam|—|dprop |
Build Tool
@ ur oo Artifact ID: |rest-sam|—idpr0p |
Version: [1.0-sMaPSHOT |
() Use Ant
Buildfile: [puild. >l |
Directory: |D: VDewveloperymyworkrest-saml-idprop | ":.l§
Help < Back [ next> | Einish J ===
. -

Click “Finish”

3.2 Create “HelloWorldldPropSample” POJO class

Create a POJO class under the “service” Project.

@ startpage ~
[55] rest-samldorop . )
=l Projects B ®-7-E- JDEVELOPER ORACLE"
Edit Project Source Paths... Java Interface. Learn & Explore Get Started Community
R Defee Project 3 From Gallery... ety
@8 Find Project Files 5 "
Show Classpath hat's New | Featured Tutorials Featured Documentation "
Shoy Overview
S Release Notes | Getting Started with the JDeveloper IDE Developing Applications with Orade JDeveloper
Deploy »
i Mk semvicejor . - | Developing Rich Web Applications with Oracle ADF Developing Fusion Web Applications with Orade ADF
Rebuild senvicejpr A
B Repuidsnicejpr A Buiding and Using Web Services Developing Web User Interfaces with Orace ADF
B> Run Faces
& Debug
g —————— Mobile Browser Developer's Gide for Oracle ADF
Rel  CompareWith »
Replace With ’ = Developing Extensions for Orade JDeveloper
S Restorerom Local History gan)
(&) ProjectProparties. Al Onine Tutorisls I
All Online Documentation 14
Show on Startup Copyright ® 1997, 2013, Cradle and/or its affiiates. Al rights reserved.
Mo Structure -
4 »
Live Issues: - ssues x| =2
CIPUSHOTIENP a
No Issues
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Enter the details of your new dass.

Mame: |He|loWor|dIdPropSample| |

Package: |examples.w5m.hellowcrld |

Extends: |java.|ang.0bject |

Optional Attributes
Implements:

Access Modifiers

Other Madifiers

(=) public (=) <Mane>
() package protected () abstract
(2 final

Constructors from Superclass
Implement Abstract Methods
[ ] Main Method

Help

Click “OK”

3.3 Add method “hello” to the POJO Class

Appications. | [&] HeloworldidPropsample.java -
] rest-sami-idprop. - [ | Q= { Fnd A&42 0B RS E 0 R&EE
=l Frojects &l @ V- E- package examples.wsm.helloworlds
=3 service
=3 Application Sources
-1} examples wem. helloworld Blpublic class HelloWorldIdPropSemple
[&] HelloworldidPropSample java [=] public HelleWorldIdPropSample () [
super ()
¥
=] public String helle{) {
return "Hello";
+
| Application Resources.
+| Recent Files.
HelloWorididProp Sample.java - Structure #| =
o R -
() examples wsm.hellonerid
- g HeloworldidPropsample
i 5] o, HeloworididPropsample(
B g hello) : String
. 132+
Source | History 4 0|
Build - Issues. il
@odo@u & a
. Desaription File Location Project A
Success! Build completed with 0 errors, 0 warhings, 0 infos
Source | Design [&]vive tssues: HelloworldidPropsample.java | Buid = =
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3.4 Add Jersey Libraries via Project Properties

We will use APIs that require Jersey Libraries in the Project. Add these Libraries via the Project
Properties. This can be achieved by right-clicking on the “service” project and clicking on the “Project
Properties” menu item as shown in the screenshot below.

AT S AR R [

 Projects @V E package examples.wsm.hellowssld;
CE=]
o0 New v
= Edit Project Source Paths... Epublie elass HelloWorldIdPropSample [
3¢ Delete Project. B public HelloWorldIdPropSample() [
super (37
@ Find Project Files ¥
Show Classpath
Show Overview = public String helle{) {
o return "Hello";
Deploy 3 b
iy Make servicejpr ) "
B8 Rebuild service jpr AlF9
B pun
@ Debug
4l Applcatig ——
RecentF|  Compare With »
Replace With B £3
service jor =

Source| History

Buid - ssucs =]
@o|do|@o| | - a
~ Description Fie Location Project -

Success! Build completed with 0 errors, 0 warnings, 0 infos

[8]Live Tssues: HelloWorldidPropsample java  Bulld - -

Q, Search Libraries and Classpath

- Project Source Paths () Use Custom Settings [ Customize Settings...

- ADF Business Components @ Use Project Settings
- ADF Model
..... ADF View Jawva SE Version:

o Ant [1.7.0_15 Default) | Change...

- Compiler ) - ) _
_____ Dependendies Classpath Entries: [] Show Application Libraries

----- Deployment Export Description Add Library...
----- EJE Module ]

Add JAR fDirectory...
----- Extension :
----- Facelets Tag Libraries Remove
----- Features
= Javadoc

i
-8

[

]

il
=

Edit...

Share As...

..... JSP Tag Libraries
----- JSP Visual Editor

(CREESES|

Click on “Add Library” button in the screenshot above. This will pop up the “Add Library” dialog below.

Oracle Corporation | Prakash Yamuna






Identity Propagation for REST using OWSM 12.1.2 2013

g’ iMﬂLih‘la‘l}l’ E

Q- Class name

Libraries:

----- @l J=va Media Framework

----- @l JAxX-RPC 10. 1.3 Web Services

----- @l 1ax-RPC 11 web Services

..... @l 1ax-RPC Client

----- @l 12x-RPC wWeb Logic Client

----- - 1AX-RS Jersey (Bundled)

----- - JaX-RS Jersey Jackson (Bundled)
----- @l 1AX-RS Jersey Jettison {(Bundled)
..... @l 1ax-ws Client

----- @l 1AX-WS RI Web Services

----- @l 1ax-ws web Services

----- @l Developer Runtime

----- - JGoodies Forms

----- @l JMx Data Control

----- @l JFs Designtime

----- @l JRF API

..... - JRF Client

----- @l JRF Runtime
il e

Mewy. .. Load Dir...

(al
1]
5]
lid

Help Ok Cancel

Click “OK”

E’ i Project Properties - D\ Developerymyworkirest-saml-idpropiservice\service jpr E

Q, Search Libraries and Classpath

- Project Source Paths () Use Custom Settings Customize Settings...
[#}-- ADF Business Components @ Use Project Settings

[} ADF Model
..... ADF View Java SE Version:

= Ant [17.0
[} Compiler

----- Dependencies
..... Deployment Export Description Add Library...

----- EJE Module h ersey (Bundled) Add JAR [Directory. ..
----- Extension
----- Facelets Tag Libraries =

Classpath Entries: [] show aApplication Libraries

----- Features
Javadoc

----- J5P Tag Libraries
----- JSP Visual Editor

K ¢ 2 el

Click “OK”
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3.5 Create a RESTFul Service from the POJO Class

You can create a RESTFul Service by right clicking on the POJO Class and clicking on “Create RESTful
Service” menu item as shown below.

Applications. = 2) | [ Helowerldidpropsampie java
[ rest-saml-dprop. || | Q= Fnd 42 08B F S QA M EE
= Projects ® G- 7-E- package examples.wsm.helloworld;
=[] service
= [ Application Sources
1) examples wsm.heloworld Epublic class HelloWorldIdPropSample {
B public HelloWorldIdPropSample() ({
Qpen super (37
3 Delete ¥

Exclude Project Content
B public String hellof) (

Deploy 4 String user = "No user";
return "Hello " + user:

Find Usages... CulwAlLU ,
iy Make Cll+ShifFe
3 Rebuild At ShIRFD ¥
[ Run
4l Application Resources | 4 Debug
| Recent Files =
IF Reformat AlteshinE ;
reme—— L L ChisAND o
Refactor »
o-CEEs Y
»
D examples wamheloy)  COTPAre With
Replace With »

501 g relowordiderops

&) na HelloWorkdIdPl  ¢rqate Seryics Intarface...
[52] 4 helloQ : String|

Creste Web Servic

(@ Create Data Control

HelloWorldidPropSample ~ 13:1 =
Souree, Hatory < i
Bt - lsuss =
Qo do@e £ a
 Description Fie Location Progect -

Success! Build completed with 0 errors, 0 warnings, 0 infos

Source | Design [@B]Live 1ssues: HelloworldidPropSample.java | Build -

Create RESTful Service From Java Class

Select the methods to be promoted as HTTP methods in the resource dass. Also provide the
Welcome reguired MIME type for the data content.

Generation Options
| Create RESTful Servi

=

Root Path: |he||o|

[(

Consumes: |No media types | Produces: |No media types |

—

i Finish
Configure HTTP M...

Mame Type Consumes Produces Fath

(S I I A

Configure Parame...

Mame Data Type Annotation Parameter Default Encoded

Y= > »
Help < Back | Mextx | Einish Cancel

For the purposes of this How-To select the media type as text/plain by Clicking “Produces”.
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g Select Media Types E
Select Value
1 applicationfatom +xxml
(| applicationfx-www-form-urlencoded
(| applicationfjson
(| applicationfoctet-stream
(| applicationfswg +xml
(| applicationfxhtml+xmil
(| application fml
| I
(| multipart,/form-data
[ text/html
[] imagefipeg
(| image faif
I
(| textHeml
0 =
Ok Cancel
=
Click “OK”".
g;{:rﬁa'leﬂ'ESTfu'ISEwice—Step3uf4 E
Create RESTful Service From Java Class
: Select the methods to be promoted as HTTP methods in the resource dass. Also provide the
] Velcome required MIME type for the data content.
Generation Options
1| Root Path: |he|l-:-
(w! Create RESTful Servi
i Consumes: |No media types | Produces: |No media types |
s Finish
Configure HTTP M...
Mame Type Consumes Produces Path
Configure Parame...
Mame Data Type Annotation | Parameter Default Encoded
4 )] ]
Help < Back | Mext> | Einish Cancel
-

Click “Next”
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Finish

) Welcome

REST.

/-T-\ Generation Optons
¥

Create RESTful Service

A
et Fimish

A4 ¥ »*

You have finished describing your RESTful service

When you dick Finish, the wizard will create the RESTul service and configure the project for

< Back

Click “Finish”
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3.6 Using @Context and SecurityContext

Use the @Context annotation and the SecurityContext object to get the authenticated user. The code to
use the @Context annotation and the SecurityContext object is provided below.
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NOTE: Modify the code to use the @Context annotation to get the authenticated user after creating a
RESTful Service.

Pay special attention to the import statements.

import java.security.Principal;

import javax.ws.rs.core.Context;

import javax.ws.rs.core.SecurityContext;

Also note that that the method “hello” has a Path annotation.

WARNING: If you add the @Context parameter before creating the RESTful service — then you will not
be able to use the “Create RESTFul Service” menu item as shown above to create a RESTful service. So
the sequence described above is important.

While you can add the @Path annotations, etc manually the “Create RESTful Service” converts the
project to a Web Project and adds the web.xml deployment descriptor — which allows you to secure
the RESTful Service.

NOTE: There are other ways of programming this sample in JDeveloper. The sequence shown here is
important only for this particular scenario.

3.7 Modify the Servlet name

When you create a RESTful service — Jdeveloper automatically modified the project to be a Web Project
and adds web.xml. However the default servlet name is called “jersey”. Modify the servlet name and

provide a more user friendly name as shown below.

Applications

[55] rest-saml-idprop - ER R E Q-
=l Projects E®- V- E- <oxul version = '1.0' encoding = 'windows-125272> WWeb Application
=[5 service B <web-app xmlns="http://java.sun.com/xml/ns/javaee” xmlns:xsi="hrtp://www.w3.org/2001/XMLSchem =
=[5 Application Sources xsi:schemalocation="http://java.sun.con/xml/na/javase http://java.sun.com/xml/ns/iav @ m
-0 examples. wsm.helloworld version="3.0"> absolute-o...
i@ HelloWorldldPropSample. java = <servliet> &
-7 Web Content | <serviet-nameshelloworld</servliet-name> e
-3 WEB-INF <servlet-class>com.sun.jersey.spi.container.servlet.ServietContainer</serviet-class>
o websaml <load-on-startup>1</load-on-startup> @
</servliets ejbocalref
B, <servliet-mapping> &

<servlet-name>helloworld</servliet-name>

ook ey e <url-pattern>/rescurces/*</url-pattern>

env-entry -

4 Recent Files. ~ </servlet-mapping> (=] =

= </ pp> =
web.xm - Structure =] serviet... | [
@ QFfd @

= €% web-app - 3.0

=
=-4% serviet - helloworld @ serviet-name *:

- € servletname web-app ~  servlet = [ 4 async-supporte
- EP serviet-dass Overview | Source | History 4 > ]

: description:
g.@ load-on-startup Build - lssues — - P

E-€% serviet-mapping - helloworld — isplay-name:

©- € servietname @9&0@o)! -1 2 a e

o e helloworld . Description File Loca...  Projecw

- €% url-pattern isp-file:

Success! Build completed with O errors, 0 warnings, 0 infos = load-on-startup:

o serviet-class:

[#Live Issues: web.xml | Buid = el BT ) »
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3.8 Secure the REST service in JDeveloper

You can secure a REST service by right-clicking on “web.xml” and selecting the “Secure RESTful
Application” menu item as shown below.

Applications
rest-saml-idprop = o
=l Projects. E®-T-E- i-(?)nnl version = '1.0' encoding = 'windows-1252'2> ‘Web Application
E!-- service B <web-app zmlns="http://java.sun.com/xml/na/javaee” xmlns:xsi="http://www.w3.org/2001/XML3chen -
5[ Application Sources 1 xsi:schemalocation="http://java.sun.con/xml/ns/javaee http://java.sun.com/xml/ns/jav L+
-1l examples.wsm.hellowarld version="3.0"> absolute-o...
“-- 84 HelloWorldIdPropSample. java B <serviet> &
= E] Web Content 3 <servliet-name>helloworld</servlet-name> e
=] a WEB-INF 1 <servlet-class>com.sun.jersey.spi.container.servlet.ServletContainer</servlet-class> starsoures
H - Load tartup>1l</load-on-startup> L+3
Open rvlets ejp-local-ref
x Delete rlet-mapping> Y
Exclude Project Content erviet-namerhelloworld</servlet-name>
+| Appication Resources| rl-pattern>/rescurces/*</url-pattern> enventry |-
- Recent Files Validate XML rvlet-mappings [T=) » .
app> =
web.xml - Structure Deplay 4 Propert. . | [l
ﬁ 2] *% Explore Dependencies Q Find @
5P webapp-3.0 | & Make CHl+ShifF3
=-4¥ serviet - hellq
B 4 servietn B3 Rebuild ArsninFS L 1518
3-8 servietd [ Run History 4 € > il
&% load-on-g & Debug =
=-@% serviet-mapp)
&P servietn) Create War Deployment Profile... B | &' | Q
ﬂ.; Reformat Alt+Shift-F File Loca... | Projec~
4% url-patte
Compare With ' Success! Build completed with 0 errors, 0 warnings, 0 infos
Replace With 3
Build =

You can search for a policy of a particular name in JDeveloper as shown below.

Configure the policies for the service, if reguired. This list of valid policies is taken from application server
connections associated with the current application.

Policy Store {deflocation):  [ZV\AppData\Roaming\JDeveloperisystem 12, 1. 2.0.40.66.67\DefaultDomain\store \gmds |
Security

Policies: @ mult K) [1 Show Selected Policies Show Descriptions
[ oracle/multi_token_ower_ssl_rest_service_ policy

This exacthy one policy extracts credentials from username and password in the HTTP header or Wieww
SAMLEZ bearer assertion in HTTP header or SPNEGO from HTTP header and authenticates the user or

werifies OAM agent has authenticated the user and establishes identity. Also werifies that transport

protocol is HTTPS if username password over HTTP or SANMLZ bearer owver HTTP is used.

oracle /multi_token_rest_service_ policy

This exacthy one policy extracts credentialz from username and password in the HTTP header or Wieww
SAMLZ bearer assertion in HTTP header or SPNEGO from HTTP header and authenticates the user or
werifies OAM agent has authenticated the user and establizhes identity.

QOwverride Properties...

Help | Ok ‘Cancel
-
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Click “OK”

Securing a RESTful Service will create a wsm-assembly.xml document as shown below.

Applications
|2 rest-saml-idprop - Q- Find = el
=| Prajects. B ®-V-E- |corawsp :wsm-assenbly xmlns:orawsp="http://schemas.cracle.com/ws/2006/01/policy™s OWSM Policy Asser
=[] services <scall:policySet xmlns:scall="http://docs.oasis-cpen.org/ns/opencsa/sca/200912" name="policyS — =}
=21 Application Sources appliesTo="REST-RESOURCE () " attachTo="5ERVICE ('helloworld"')" orawsp:highId=" <@
(i examples.wsm.helloworld ¥ml:id="REST-RESOURCE__SERVICE_ hellowerld "> AssertionT...
@ HelloWorldidPropsample. java <wsp:PolicyReference xmlns:wsp="htip://www.w3.org/ns/ws-policy” o

DigestAlgorithm="http://www.w3.org/ns/ws-policy/ShalExc"
URI="oracle/multi token reat service policy” orawsp:status="enabled” o

</scall:policySet> )
</orawsp wsm-assembly> quard

%

OverridePr...

=[] Web Content Config

@

Propert... = | =

wsm-assembly xml - Structure x| =]
72 &8 Q, Find @

= ¥y wsm-assembly
- ¥y policySet - policySet

11 ¥
Source | History 4 € > 2|
Build - Issues | =
[@olao@o &1 a
File Loca...  Projec

. Description

Success! Build completed with 0 errors, 0 warnings, 0 infos

G Live Issues: wsm-assembly.xml | Buid » -

3.9 Create a Deployment Profile and WAR

Applications
[ rest-saml-idprop = Qv Find Q-
=| Projects. @ Gﬂ' ‘?' ke <0Tawsp:wsm-assembly Xmlns:orawsp="http://schemas.oracle.com/ws/2006/01/policy™> OWSM Policy Asser
=] .. o <scall:policySet xmlna:scall="http://doca.oasis-cpen.org/n3/opencaa/sca/200912" name="policy3 E
. New 4 appliesTo="REST-RESOURCE() " attachTo="SERVICE('helloworld')" orawsp:highId=" L+3
B Edit Project Source Paths... ¥ml:id="REST-RESOURCE SERVICE helloworld "> AssertionT...
Delete Project <wsp:PolicyReference xmlns:wsp="http://www.w3.org/na/ws-policy”
lete Proj &
E‘"E ) i i DigestAlgorithm="http://www.w3.org/na/wa-policy/ShalExc"
g @ Find Project Files URI="oracle/multi_token_reat_service_policy" orawsp:status="enabled" o G
Show Classpath </scall:policyset> (43
Show Crverview </orawsp:wsm-assembly> quard
) Applical OverridePr...
4 Recent|
@ Rebuild service,jpr AltF9 = = %
_——
Service.jf [ Run | =1 Propert... = | =
£ Debug aQrmd @
Compare With ]
Replace With 4 LiF
1 »
Bestore from Local History Srce JERERRNE 2 [l
. . Buid - Issues #| k=
@ Project Properties...
(@0Bo@a &~ 1o a
_» Description File loca... Projecw

Success! Build completed with 0 errors, 0 warnings, 0 infos

@_ Live Issues: wsm-assembly.xml | Buid >
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E iCmatEDEplnymﬂFmﬂE E

Click OK, to create your new deployment profile and immediately open it to see its configuration.
Profile Type:

| WAR File -|

Deployment Profile Mame:

|he||nwurld |

Description:

F Y

Creates a profile for deploying the Java EE web module (WAR) to an application server. The WAR
consists of the web components (J5Ps and servlets) and the corresponding deployment descriptors, .

- [ 0K l Cancel
L y.
Click “OK”
&) Edit WAR Deployment Profile Properties
Q search General
B == [ A i
---- WAR Options
=} File Groups |Jer‘\rl'lywork\(est—sarnI—idpmp‘lﬁervice\deploymelloworld.war| Browse...
[} Web Files
: D t Plan:
: Contributors Deployment Plan
Filters | | omse.

= WEB-INF/dlasses

Contributors Web Application's Context Root:

Filters () Use Project's Java EE Web Context Root

B} WEB-INF/lib S
i Contributors |rEst—saml—idprop-seruioe—contert—root |
‘- Filters e

cify Java EE Web Context Root:

----- Library Dependencies
----- Profile Dependencies
----- Platform

|rest—sam|-idpro|:||

iZe (in Megabytes):

Deployment

Click “OK”
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rest-saml-idprop == | Q- Find Q-
=| Projects. Q& V& <orawsp:wsm-assenbly xmlns:orawsp="http://schemas.cracle.com/ws/2006/01/policy™> OWSM Policy Asser
El“ - <scall:policySet xmlns:scall="http://docs.oasis-cpen.org/ns/opencsa/sca/200912" name="policy3 =
g7 Mew 4 appliesTo="REST-RESOURCE [} " attachTo="SERVICE ('helloworld')" orawsp:highTd=" [+ ~
=] Edit Project Source Paths... ¥ml:id="REST-RESQURCE__SERVICE_helloworld "> AssertionT...
x Delete Project «wsp:PolicyReference xmlna:wsp="http://www.w3.org/na/wis-policy” @
E‘“E; = DigestAlgorithm="http://www.w3.org/ns/ws-policy/ShalExc"”
= &8 Find Project Files URI="oracle/multi_token_rest_service policy” orawsp:status="enabled" o Exlo
Show Classpath </scall:policySet> ey
Show Overview </orawsp:wsm-assembly > quard v
o
| Applicati| OverridePr...
-+ Recent & Make servicejpr Chrl-Fg Mew Deployment Profile... ~
L" Rebuild service,jpr AltF9 E3 o
_—
BErVice. jpi b Run = Propert... = | =]
B Debug Qfmd @
Compare With »
Replace With 3 11
Source | History ¢ (. b 2|
Restore from Local History
E Build - Issues x| =
Project Properties... =17 1= |
|@ods@o &1 a
- Description File Loca... | Projecv
Success! Build completed with O errors, 0 warnings, O infos
@LNE Issues: wsm-assembly,xml Build hd

Deployment Action

@ Deployment Action | Select a deployment action from the list below.

|
e Summary Deploy to Application Server

Creates a Web Archive (WaAR) file for the platform defined in the Profile.

Help [ < Back 1 Mext = Einish Cancel

Click “Next”
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Ei Deploy helloworld E

Summary

/T\ Deployment Action

et Summary Deployment Summary:

=h-Archive Details

: LQutput file: Dr\JDeveloperymywork\rest-saml-idpropi\service \deployhelloworld . war
Indude manifest: Mo

-Compressed: Mo

=--JEE Module

-Application Mame: helloworld

-Module Type: war

Help < Back [ | Cancel
-
Click “Finish”
3.10 Deploy the REST service “helloworld.war” to WLS using EM
/Domain_base_domain/base_domain (O..| + =5 B
6 @' I )1/em/1 5/as/as/ 7t /Domain_base_¢ /base_ :_domain ¢ || &~ Yahoo P ﬁ n'

ORACLE Enterprise Manager Fusion Middieware Control 12¢

telp v | 58 weblogic v | Logout O

‘Change Center@
% Changes + [ Recording +

base_domain @
] WebLogic Domain ~

Logged i a5 weblogic
Page Refreshed Aug 3, 2013 11:09:44 PM PDT

Target Navigation o/ Summary B

| Clusters LA
View ~ General View v | Search (%]
I £ Application Deployments Administration Server AdminServer N | o cster ;\usftv [,Er:..u iE:mn
¥ 3 WebLogic Domain Administration Server Host PYAMUNA-LAP.oradev.oradzcorp.com lame S e ;;mm T:De@ on
vE Administration Server Listen Port 7001

No Clusters found
&5 Adminserver Tools
&> [ Metadata Repositories EATo configure and manage this WebLogic Domain, use the WebLodic Server Administration Console.
| Deployments S
| Servers v
mue(7)

Wup (1)

n

View - | Search (4]
View v | Search || (2] Name

Status [Deployed on

Be 7 [ Appication Deployments
Usten| Y| FERL e RERESt oot Accesd - Internal Appiicat
Name | Status [Type  |Host port|  Usoe|  Usaoe| L) Processing|  SC S & (@ Intemal Applications
%) 3) Time (ms] Resource Adapters
mn{ > x
5] Adminserver @ Configur PYAMUN 01 000 43685 1 o oo o Y Eheloword
Bl = e @helloworld @* AdminServer
| Oracle WebLogic Domain Resource Center G | Web Services hihd
i Neme server [application ieb Service Endpoint | Test
Before You Begin {http:/diagnostic.wem.orad... AdminServer wem-pm DiagnosticPart S
(2 whatis a webloge bomainz AdminServer_jhelonorld  AdminServer heloworid heloworld
() Manage Orade Weblogic Server with Fusion Middieware Control
(2 manage Orace Weblogic Server with the Administration Cansole
Typical Administration Tasks
(2 Starting and Stopping Orace Weblogic Servers
(L eploying an Appication Using Fusion Middieware Control
B ricitional Fucinn Middlewars antrel Commen Tacks =2
et — S e e s

Click “Webogic Domain->Deployments” from the RHS menu in the screenshot above.
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€& | @ localhost 7001 /em/faces/asfemas _task_flowfas/ocdj/deploy/step] Marget=5%2FDomain_base_domain%2Fbase_domain&itype=weblogic_domain
ORACLE Enterprise Manager Fusion Middleware Control 12

w Ll A B~
Hep » O
base_domain @
*—0a ——o— 0
Select Archive Select Target Application Attribuies Deployment Settings
Deploy Java EE Application : Select Archive
Specify the appiication or the exploded directory. Optionally you can specy a deployment plan.

Back |Steplof4 Next | Cancel
Archive or Exploded Directory

Java EE archives, Wb Modules (WAR fes), EJ8 Modules (EJ8 JAR fles), Resource Adapter Modules (RAR fies), Coherence Archives (AR files), JDBC Modules, IMS Modues, and lirary fles (Jar fles) can be deployed. You can aso deploy an exploded archive thatis present
on the server where Enterprise Manager is ruming

| Information
@ rchive is on the machine where this Web browser is runring.
[P IDevelopermywork rest samidprop service \deploy heloworld war

Use this page to deploy Java EE
applications that require Orade
Metadata Services (MDS) o that take
Archive Locati
z, Jrenve Loarton I advantage of the Oracke Application
Browse. Development Framework (Crade ADF).
© Archive or exploded directory is on the server where Enterprise Manager is running. If your appication is a SOA composite,
‘ M use the SOA Composite deployment
Deployment Plan

The deployment plan s a fle that contains the deploym
application. IF you do not have

wizard,
If your appication i not 2 SOA
compasite or it does not require an MDS
ent settings for an application. You can use a previeusly saved deployment plan for this application. Later in the ocess, you edit the and save it for a future deployment of this
one willbe uring the ocess when deployment is done. The when you deploy a ibrary.
@ Create a new deployment plan when deployment configuration is done.
) Deplayment plan is on the machine where this Web browser is running.

repository or ADF connections, then
you can deploy your appication Lsing
this wizard or the Oracle WebLogic
Server Administration Console.
[ Browse.
Deployment plan is on the server where Enterprise Manager is running.

Brow:
Deployment Type

The archive or exploded directory can be deployed as a reguiar application or a ibrary. Application liraries are deployments that are avaiable for other deployments to share. Libraries should be avaiable on ll of the targets running their referencing applications. The
deployment type option wil be set as ibrary automaticaly when you deploy a lbrary fle (Jar fie).
@

Deploy this archive or exploded diectory as an application
) Deploy this archive or exploded directory as a lbrary

= = T

Click “Next”

Firefe

€ | @ localhost 7001 /em/faces/asfemas task_flowfas/oc4j/deploy/step27Adi-Window-Id=wOBAdi-Page-Td=1
ORACLE Enterprise Manager Fusion Middleware Control 12

w £ & B-
Hep v O
base_domain @
—8—— @& —0©
Select Archive  Select Target Application Attributes Deployment Settinas
Deploy Java EE Application : Select Target Back |step20f4 Next | Cancel
Select the Weblogic server or duster that you want this application to be deployed to.
Select [Name [Type |Deploved Appications |
Adminserver Orade WebLogic Server 0
T o — —— T = = = = =
Click “Next”
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] pepoy v = st b o [+ s

€ | @ localhost 7001 /e faces/as/emas £ & BD-
Hep » O

t task_flowfas/ockj/ / dow-d= di-Page-Td=11 e

ORACLE Enterprise Manager Fusion Middleware Control 12

base_domain ®

[= @
Selectirchive Select Target  Application Attributes Deployment Settings

Deploy Java EE Application : Application Attributes

Back |step3ofd Next | Deploy | Cancel

Archive Type
Deployment Flan
Deployment Target
Deployment Type

Web Module (WAR fie)
Create a new plan
Admingerver
Application

* Application Name | helloworld

Context Root of Web Modules

Veb Module |contextroot

heloworld.war | rest-samlidpron

Distribution
® Install and start application (servicing all requests)
Install and star t appiication mode (serviang orly requests)
© Install only. Do not start.
| Other Options.

Application Source Accessibility

Use the defaults defined by the deployment's targets. Recommended selection.

Copy this appication onto every target. During deployment, the files wil be copied automatically to the managed servers to which the appication is targeted.
(2 Make the epplication accessble from the source location that it wil be deployed on. You must ensure that each target can reach the location.

Deployment Plan Source Accessbility

®) Use the same accessibilty as the applcation,
Copy the deployment plan onto every target. During deployment, the fies wil be copied automatically to the managed servers to which the appication i targeted.
Make the secessble from the

thatit wil be deployed on, You must ensure that each target can reach the location,

—

=

Click “Next”

€ ) @ localhost 7001 /em/faces/asfemas_deployment_task_flow/as/ocj/deploy/deployConfig 77 £ & B-
ORACLE Enterprise Manager Fusion Middleware Control 12c Hep» O

base_domain ®

—
Select Archive SelectTarget Applcation Attrbutes Deployment Settings
Deploy Java EE Application : Deployment Settings

Back |stepdofa Next | Deploy | Cancel

archive Type  Web Module (WAR i) Application Name  helloworld
Deployment Plan  Create a new plan Version Net versioned
Deployment Target AdminServer ContextRoot rest-saml-idprop
Deployment Type - Application Deployment Mode  Install and start application (servicing all requests)

Deployment Tasks

The table below lists common tasks that you may wish to do before deploying the appiication.

Name |  GoToTask [pesarption

Configure Application Security v Configure application policy migration, credential migration and other security behavior,

| Deployment Plan
You can optionally use the Edit Deployment Plan option to setmore advanced deployment options which the deployment tasks above do not cover,

Edit Deployment Plan

You can optionally save the deployment plan to your local disk. You can redeploy this 2

Save Deployment Plan

ication later using your saved deployment plan and not have to edit the deployment plan.

Click “Deploy”
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€ @ localhost 7001 /em face:

femas_deployment task_flow/as/oc4j/deploy/deployConfig £ & B~
ORACLE ise Manager Fusion I Control 12c Hep» O
base_domain @

SelectArchive Select Target Applcation Atirbutes Deployment Seftings

Deploy Java EE Application : Deployment Settings _Back [stepaofs Next | Deploy | Cancel

Archive Type Web Module (WAR fie) Application Name helonorld

Deployment Flan Create a new plan 5 Deployment Succeeded

Deployment Target AdminServer Conte
Deployment Type  Application Deploymer tion “helloworld” has deployed. I
& To configure and manage the application heloworld”, use the Orade Webl ogic Server Administration Console.
Deployment Tasks

The table below lists common tasks that you may wish to dobefore de  Summary

Version Mot versioned

s GoToTask |De:
} == [ comor [oes Deployed Archive Location D:\orade_12.1.2\user_proj ¥ |‘
Configure Application Security Va Cot e i
Deployment Made - Install and start appiication (servicing all requests)
~|Deployment Plan

Deployment Target AdminServer
Appiication States  Active (AdminServer)
Edit Deployment Plan Context Root rest-saml-idprop

You can optionally use the Edit Deployment Plan option to setmore a¢

You can optonally save the deployment plan to your local disk. You ez Hide Progress Messages

Save Deployment Plan [August 3, 2013 11:14:10 PM POT] Initiating deploy operation ...

[August 3, 2013 11:14: 10 PM POT] Validating deployment pla. ..

[August 3, 2013 11:14: 10 PM PDT] Deployment plan vaiidated.

[August 3, 2013 11:14:10 PM POT] Archive: D:\oracle_12. 1.2\user_proj heloworld.
[August 3, 2013 11:14:10 PM PDT] Deployment plan: D:\orade_12. 1 2\user_proj ¢ o |
[August 3, 2013 11:14: 10 PM PDT] [Deployer:149192]Operation “deploy™ on application “helloworld” is in progress on “AdminServer”,

[August 3, 2013 11:14:11 PM PDT] [Deployer:145134]Operation “deploy” on applcation "helloworld” has succeeded on "AdminServer”.

[August 3, 2013 11:14:11 PM POT] Deploy operation complated

Close

—— T — =l

Click “Close”

3.11 Validate the REST service

Expand the “helloworld” node in the LHS and click on the helloworld (AdminServer) instance as shown in
the screenshot below. This will open up the Application Home page in EM. Select “Application
Deployment->Web Services” menu item on the RHS as shown in the below screenshot.

€& @ localhost: 1001 /em/fac L & B-

ge-1d=168arget= %:2FDomain_base_domain%

Fbase_domain® Fhelloworld&dy pe=j2ee_application

ORACLE Enterprise Manager Fusion Middleware Control 12¢ Help ~ | o8 weblogic - | Logout O

Change Center@ 4 helloworld ® Logged inas weblogic| [£] PYAMUNA-LAP. oradev. oradecarp.com
P Changes ~ [ Recording ~ @stertup O] shut Down, Page Refieshed Aug 3, 2013 11:14:50 PM PDT
Home I
Target Navigation Monitoring 4 @ | Modules (N
pr— Control 4 — Module Name &~ [Module Type
P Logs v helloworld.
'V (2 Application Deployments & To configure and manage this WebLogic Application [ETes Vieb Application
1> [ Internal Applications Deployments Deployment, use the Weblodic Server Console. IR nd Load B
1 [ Resource Adapters LGP 10
7 & helloworld Security 4 g:
5 B85
helloworld (Adminser | ups configuration A
7 £ Weblogic Domain Toptink Sessians Beansin Use 0 0.2
7 £ base_domain Bean Accesses (per minute) 0,00 0.0 10
< System MBean Browser
5l Adminserver Bean Access Successes (%) 0.00 08
1> £ Metadata Repositories Routing Topology Bean Transaction Comits (per minute) 0,00 gj
Weblogic Server Adrminisiration Console Bean Transaction Rolbacks (per minute) 0.00 0
Target Information Bean Transaction Timeouts (per minute) 0.00 o0
——— u—", e g WD) rri® 1104 11:06 11:08 110 w12 114
: | Entry Points @ 2 u
~ i 5
— M Request Processing Time (ms) I Requests (per mnute)
Web Modules
Table View
Name 4 [TestPoint. |
helowarld. war http://PYAMUNA-LAP oradev. oradecorp.com: 700 1rest-saml-idprop
Web Services
Service Nome 4% [port
AdminServer_jrest... heloworld
| Most Requested
Senvietsand J5Ps  Orack Infrestructure Web Services  JavaEE Wieb Services  RESTHul Services
En Average Excauti
Name Module Name: "l Invecation Count| <7295 Exeeon
o Time (ms)
heloworld AdminServer_jrest-samlidprop o o 0
R F—p—
—— S W e Tl T i
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m {7} Web Services: /Domain_base_domain/b...

€ @ localhost 7001 /em faces

yltarget=%2FDomain_base_domain%2Fbase_domain3é2FAdminServer%2Fhellowerldéitype=j2ee_spplication

Ll A B~

ORACLE Enterprise Manager Fusion Middleware Control 12¢

Help + | 38 weblogic + | Logout O

Target Navigation 4 helloworld ® Logged in a5 weblogicl (2] FYAMUNA-LA® oradev. orsdecorp.com
view - @) Appication Deployment + [ Start Up [ Shut Down. Fage Refreshed Aug 3, 2013 11:15:11 M PDT
¥ B Application Deployments
&> (2 Internal Applications ‘Web Services (Java EE)
1 B2 Resource Adapters This page provides summary information for the Web services in this application. It displays Web service endpoints as wellas application-level metrics.
¥ & helloworld Summary
7 (23 webLogic Doman Server Name AdminServer Number of RESTful Applications 1 Java EE Web Service ClientPorts 0
7 £ base_domain Web Services 0 Number of RESTful Resources 1
& e Web Service Endpoints 0

Java EE Web Service Clients 0

I> [ Metadata Repositories Web Service Details

Web Services Web Service Endpoints RESTFul Services

2
Moduie Name and RESTful Appiication Name ‘N:iREsuurcE Type  |Resource Path Tnvocation Count| Average Execution Time (ms)
L AdminServer_rest-sami-idprop heloworld 0

0

a—

m (" RESTul Application - Oracle Enterprise ..

€ @ localhost 7001 /em faces

fwsmmt/j2eelaxRsAppSummary?mbeanObjectName=com.bea%3Akppli 3Dhell

1d%2CLocation%3DA ver%2C 2 92 CServerRy <

Ll A B~
ORACLE Enterprise Manager Fusion Middleware Control 12¢

Help + | 38 weblogic + | Logout O

Target Navigation 4 helloworld ® Logged in as weblogicl (2] PYAMUNA LAp oradev. orsdecorp.com
View - @, appication Deployment + [ StartUp [ Shut Down. Page Refreshed Aug 3, 2013 11:15:48 PH POT (&
v 2 Application Deployments
1> [ Internal Applications Web Services » RESTR Application
& 3 Resource Adapters helloworld (RESTful Application)
¥ & helloworld

TestRESTful Service
Applcation Name  heloworld

Number of Methods 3 Average Execution Time (ms) 0
7 22 Weblogic Domain Modue Name  AdminServer_rest-samidprop Number of Sub Resource Locators. 0 WADL Document  helloworld
7 25 base_doman RESTR Applcston Name. helloworkd Invocaton Count. 0
&5l Adminserver Number of Resources 1 Error Count 0

1> £ Metadata Repositories
RESTAul Resources WSHM Policies
Select an expression from the Conraint dropdown to view the corresponding effective policy references. For policy set flagged as "Not Vald", dick the link to view the validation error detaiks. For security policy references, dick the violations count link to view violation detals
When policies are attached/detached, effective policy references are recalaiated
Constraint None Status Secure
Globally Attached Policies
Category/Policy Name Policy Set Status Total Viclations
o rows yet

Directly Attached Policies
View v Attach/Detach «f Enzble 3¢ Disable # Override Poiicy Configuration gfipetach
Category/Policy Name Effective Status Total Violations
7 searity

oradle/muit_token_rest_service_policy True Enabled 0
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ttp:/pyamuna-lap. sfapphml\onwadll + \

& | @ pyamuna-lap.oradev.oraclecorp.com:7001 frest-saml-idprop/resources/application.wadi 77 v &| |- vano A 4 B~

This XML file does not appear to have any style iated with it. The tree is shown below.

— <nsO:application>
<ns0:doc nsl:generatedBy="Jersey: 1.17.102/28/2013 12:47 PM"/>
<ns0:grammars/>
—<ns0:resources base="http://pyamuna-lap.oradev. com:7001/rest. 1 "
— <nsD:resource path="hello">

— <ns0:resource paf
— <ns0:method id="hello" name="GET">
— <ns0:response>
<nsO:representation mediaType="text/plain"/>
</ms0:response>
</ns0:method>
</ms0:resource>
</ns0:resource=
</ns0:resources>
</nsO:application>

T W Tt
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4 Create REST client

4.1 Create a “rest-client” Web Project

Create a new project by clicking on “File->New->Project” as shown in the screenshot below.

P

New > Application...
12 gpen ) [ Projec
Eeopen >

ect

- [——

] Java Class..
Close Cul-Fa @ RESTHul Client and Proxy...

[

e - N n—y— 1 1ea/2006/01 /policy™>
e Application @ From gan o o [T P
rom Gallery...
" X+ 16="REST -RESOURCE__SERVICE__helloworld__">
Save s sava <wap: Poli xmlnaswsp="heep: // 3 naws—policy”
: DigeatAlgorichm="http: / /w3 . 0rg/naswa-pol ey Shalkxc™
As HTML URI="oracle/milti_token_rest_service_policy” Orawsp:status="ensbled” orawsp:id="1"/>
B Save Al «</acall:policysets
Rename... </orawsp:wsm-assenmbly>
Import,
Export..
Compare With »
Replace With v
Page Setup...
& print... cme
Print Preyiew.. :
Ext s & Properties ]
Q Frd @

Source | History

Live lasues: Ho Selection - lssues.

@odol=lo @0 @0 1 &+ | a

No Issues

Categories: Items: [] Show all Descriptions

Extension Project B

@ Import Mawven Projects

(=] Java Application Project
----- ADF Business Components - =L

----- Contexts and Dependency Injectif_ Project from Existing Source
----- Data Controls —
..... EE Project from WAR File

E‘ Project Template -
----- TopLink/IPA -
..... Web Services REST Web Service Project

E5--Client Tier SOAP Web Service Project

----- ADF Swing UML Project

----- Extension Development —

_____ Swing/AWT View and Controller
=--Database Tier et

Web Project
----- Database Files

b b Launches the Create Web Project wizard, with which you create a project that
""" Dai@ ase Objects X contains the directory structure of a Java EE web module. To enable this option,
""" Offline Database Objects ) 4 wou must select an application, a project, or a file within a project in the
e oL o . . L
s > » Application Navigator. =
Help Ok Canicel
£

Click “OK”.

Oracle Corporation | Prakash Yamuna






Identity Propagation for REST using OWSM 12.1.2 2013

We will create “Web Project” since the client will act as a JEE Client.

g Create Web Project - Step 1 of 6

Location

The location and the file name of the new project are initialized based on defaults for the
current workspace. Change these values to create the project in another location or with

:-;;.:-:- Location
+ web ication another name. Changing the location will also update the locations of any project-related

directories under the project's directory.

Project Mame:

|rest—dier1t
- Directory:
Cen |D:‘l.JDeveIeper'thywork‘vest—samI—idprop‘u'est—dient Browse...
Help Back [ Mext = | Einish Cancel

Click “Next”

E' iCmalEWeth:jEc‘t—S‘tepanﬁ E

Web Application

¢ Location A web application does not yet exist in this project. Select the wversion to create.
@ Web Application Web Application Version:

e

|

T Page Flow Technology () Servlet 2.5/15P 2.1 (Java EE 5)

I Tag Libraries (%) Bervlet 3.0/15P 2.2 (Java EE 6)|

] Web Project Profile

(] Fini sh

Help <Back | MNext> | Einish Cancel
B 4

Click “Next”
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Create Web Project - 5tep 3 of 6

Page Flow Technology

Choose a page flow technology to add to the web project.

Wweb ication MNone

(— =i —

Page Flow Technolog

Tag Libraries

Web Project Profile

nish

4 > »

Help < Back | Mext = | Finish Cancel

Click “Next”

gcmwgbﬁnjzct—ﬂtepdufﬁ E

Tag Libraries

Choose tag libraries to add to the Web project.

l S Available Libraries: Selected Libraries:

T S F Data Visualization 1.1 -

¢ Poge Flow Technoloay | |ADF Data Visuslizations Core 1.

.;.;:,:.;. Tag Libraries ADF Dynamic Components 1.2

} ADF Faces Components 11

T Web Project Profile. ADF Faces Databinding 1.0

1 Fasch 15F Core 2.1

- ) JSF HTML 2.1 Y =
15TL Core 1.2
15TL Format 1.2 % ‘i}
15TL Functions 1.2 @ "'D’
1STL Permitted Taglibs 1.2
1STL Script Free 1.2 23 i
JSTL SQL 1.2
JSTL XML 1.2
Struts Bean (Backwards Compat
Struts Bean 1.2
Struts HTML (Backwards Compa’ _
A ] »

Help < Back Mext > Finish Cancel

Click “Next”
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E ;CrﬂatEWehijec‘t—StEPSnfﬁ E

Web Project Profile
Create a Web Project by specifying the Document Root of your web application and the
l Locamor Context Root to be used by the application server.
v eb Application
] Document Root:
] Page Flow Technolog |D:‘I,JDevelaper‘mvwark\rest—samI—idpmp\rest—dient‘lpublic_ht‘nl | Browse...
T TaaLibraries Java EE Web Application Mame:
.y -
e Web Project Profile |re5t—saml—idpm|:l—dier1t |
| .
s Finish Java EE Context Root:
|rest—sam|—idprop—dier1t |
[] Add page
Help < Back | Mext> | Einish Cancel
2

Click “Next”

E' iCrﬁatEWemejec‘l—S‘lepEufE E

Finish
- You have completed the Web Project wizard
} \ Click Finish to create the new Web project.
-,L web Project Profile
u;.- Finish
Help = Back Mext = | FEinish | Cancel p

Click “Finish”
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4.2 Create “HelloWorld Servlet”

Create a HTTPServlet which will act as the REST Client. You can create a Servlet by right-clicking on the
project and selecting “New->HTTPServlet” from the context menu.

0 =T =

Applications.
2] rest-sami-idorop. - Q- Find = 0
= Projects @-v7-5- D 1y xmlns: "http: / /achs acle. com/ws/2006/01/policy™
a ,egt <scall:policySet xmlns:scall="http://docs.casis-open.org/ns/opencsa/sca/200912" name="policySet™
=-B3 w arpliesTo="REST-RESOURCE() " attachlo="SERVICE ('helloworld')" orawsp:highld="l"
B0 EditProject Source Paths... ¥m1:1d="REST-RESOURCE__SERVICE_ helloworld_ ">
x Delete Project m <wsp:PolicyReference xmlns:wsp="http://www.w3.0org/ns/ws-pelicy”
& Bsevie —————————————— 150N File DigestAlgorithr="http: //www.w3.0rg/ns/ws-policy/ShalExc”
&[] ap @ Find Project Files URI="cracle/multi _token rest_service policy” orawsp:status="enabled” orawsp:id="1"/>
IsP. <poli
-6 Show Classpath </scallipolicySety
chow Overview JavaScript File... «/orausp: wsn-assenbly> —
L L e — ®
From Gallery... Gt
B Deploy 3 =
|ty Make rest-client jpr coies
&9 Rebuild rest-client,jpr AltFS
B Run
I Debug
l Application R —— ~
+|RecentFiles|  Compare With »
Replace With » 2
restelentior x| B Properties x| B
Convert to Facelets..
Q Fnd @
@ Project Properties...
No Structure L1F|

Source | History 3]

Live Issues: No Selection - lssues. x| =2

Damoc@s o1& a

No Issues

Welcome to the Create HT TP Serviet Wizard

Welcome

This wizard will help you to create a new HTTP Servlet.

T

T Serviet Information
-T- Servlet Mapping

a

Servlet Parameters

[] skip this Page Mext Time

Help = Back F Mext = | [ Einish Cancel

Click “Next”
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Create HTTP Servlet - Step 2 of 4
Enter serviet details
¥ Welcome Class: |HeIIoWorIdSerulet |
'ZQ;Q'Z' Serviet Information Package: |examples.wsm.helloworld ["] Browse...
“i" serletiapsing Generate Content Type: Gt -|
S [ ] Generate Header Comments
Registration:
() Configuration file {web.xml)
() Annotations
Implement Methods:
doGet] [[]deDelete) [ doPutl [ ] doPost]
[ servic=0
Y 1
Help < Back [ Mext = ] Einish Cancel y

Click “Next”

Eicmmwm—mepsufq E

Enter serviet mapping.

O wWelcome Mapping Details

¢ serviet Information Marme: |He|loWorIdSerulet |

.;.;;,:.;. serviet Mapping URL Pattern: |ﬂ1e|lowor|ddient] |

|

w Serviet Parameters

Help <Back |  Mext> | Einish Cancel
2

Click “Next”
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Enter serviet parameters:

*Reqguired Field
Mame™ Type™ Wariable™ Description Default

Welcome
Servliet Information

Servlet Mapping

EH——

Serviet Parameters

Mew [ BRemowe 1

Click “Finish”

- [ Helloworidclient.java -
[ restidprop. - v Find AR EBRESER R MRE
I Projects Bl&®- V- E- ‘backage examples.wsm.helloworld;
a- )
&[] Application Sources @ import ...;
&1 examples.wsm.heloworld
- @] Helloworldclient.java £ @WebSezvlet (name = "HelloWorldClient”, urlPattesns = { "/hellowcrldclient” 1}
=
- {77] Web Content Epublic class HelloWorldClient extends HttpServlet {
service private static final String CONTENT TYPE = "text/html; charset=windows-1252";
E  public void init{ServletConfig config) throws ServletException |
: super.init{confiq)
Lol
E  public void doGet (HttpServletRequest request, HutpServletResponse response) throws ServletException, IOException {
AT e e respense. setContentIype (CONTENT TYFE) ;
I Recent Fies : Printiriter out = response.getWriter();
% | out.println("<html>");
HeloWorkiClent jova - Structure e out.println(“<head><ritle>HelloWorldCliente/titles</head>™) ;
out.println("<body>") ;
-ElEE s out.println("<p>The servlet has received a GET. This is the reply.</p>"):
) exampies. wsm.heloworld : out.println("</body></html>") ;
-3 Imports out.close():
- o, HeloWorldClient :
kg extends HttpServiet 4
&  doGet(Htip p : void :
{E] o init(ServietConfig) : void .
{1819 CONTENT_TVPE : String B 11
Source | History 4 |
Live lssues: HeloWorldClient java - lssues x| B
QB @ @0 & a
@~ A\ serializable dass 'HelloWorldClient does not dedare a static final serialVersionUID field of type long
@~ (@ Comment tags are missing: @param, @throws.
@~ (@ Comment tags are missing: @param, @param, @throws, @throws.
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4.3 Create REST Client Proxy

You can create a REST Client Proxy by right-clicking on the project and selecting “New->From Gallery” as
shown below.

0 [E=8 ==

Applications. | ) E z | [ HelloWoridserviet.java
[l restsam-drom e e | Rl P 2440 B R SEA M MEEB i
= Projects Q- Vs package examples.wsm.helloworld;
-[E] rest- 3
=5 8k cssFle.. & import ...
)| Edit Project Source Paths. HTML Page..
3 Delete Project [B] HTTP serviet B BWebServiet (name = "HelloWorldServiet”, urlPatterns = { "/helloworldclient” 1)
Sl [ jsoNFile. Slpublic class Hell B
S| @8 Find Prejet Files private static final Scring CONTENT_TYPE = "Cext/NTmli charsstwindows-125277
I5P... =
Show Classpath
& B service|  Show Overview @ Javascript i B public void init(ServletConfig config) throws ServletException |
S faam super. 1nit (config) ;
S-@|  Deploy '
|y Make rest-clientjpr )
53 wel B public void dofet request, response) throvs ServletException, IOExcsption |
= B85 Repuild rest-clientjor AFS response. setContentType (CONTENT_TYZE) ;
B> Run vl PrintWriter out = itez();
B pebus 8 out. printin("<html>") :
iAppicatond — —8 ous.println("<head><titlerfellolorldServien</tisler</heads") 5
=+ Recent Files Compare With 3 out.println{"<body>"):
Replace With N = out.println("<p>The servlet has received a GET. This i3 the reply.</p>"):
e ———————— — out . println {"</body></btmls") ;
Convert to Facelets. out.close () ;
[@ Project Properies. , '
cture 1
Source History ¢ Bl
Live Issues: HelloWorkdServietjova - Issues =)
@oAx=lo@z2 @01 - CY

@~ /& Serializable dass HeloWorldServiet' does not dedare a static final serialVersionUID field of type long
@~ @ Comment tags are missing: @param, @throws.
@~ (@ Comment tags are missing: @param, @param, @throws, @throws.

Select the “Web Services” category from the “New Gallery” dialog on the Left Hand side. This will show
all the options related to Web Services on the Right hand side. Select “Restful Client and Proxy” from
RHS to create a REST client as shown in the screenshot below.

(o Nnewsaten, . =)

(=1

Categories: Items: [] Show All Descriptions
= ¥ )
--Data Controls @ Java Web Service
BB . a; Jawva Web Service from WSDL
—---Security
a; ToplLink DB Web Service Prowvider
=--Client Tier g. Web Service Client and Proxy
~-ADF Desktop Integration m UDDI Registry Connection
- ADF Swing
—Extension Development ™ g’ RESTful Service
- Swwirg FANT
RESTful Client and Proxy
=--Database Tier g’
—-Database Files Launches the Create REST ful Client and Proxy wizard, in which you generate Jawva
: classes that can be used to make a call to a remote web service.
---Database Objects
~--Offline Database Objects E URL Service Data Contral
=--wWeb Tier i
e HTML [ web service Data Control (SOAP/REST)
~1SFFacelets WSDL Document
—.1SP
e Serviets 3 E WWSIL Connection
~-all Thems -
Ll = o »

Help Ok Cancel

Click “OK”
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@ Create RESTful Proxy Client - Step 1 of 5 (e
Welcome

© Welcome Welcome to the Create RESTful Proxy Client Wizard.

. Select WaDL This wizard helps you to create a RESTHul dient proxy from a WADL. This wizard will also

T R o generate JAX-B model dasses for any specified XML grammar definitions.

L et Potey confiourat

'I' - R Click Mext to continue.

[ » [ ] Skip This Page Mext Time|

Help Back [ Mext = Fi Cancel y
Click “Next”
To create a RESTful Proxy Client — you will need the WADL of the REST service.
0 Create RESTFul Proxy Client - Step 2 of 5 (=]
Select WADL
Select a WADL, or resource that will return a WADL for the OPTIONS method, with which you want to generate the dient proxy from, and

¥ Welcome provide customization files to control to generation of the model element where applicable along with the location of the generated dient
\:.; Select WADL proxy.

..i, Customize Proxy MNames| URL: |htt|:|:fﬂomlhost:?ooHrest—saml—idpropfresources,’applimﬁon.wadl | Browse...

nfigurat Customization Files. ..
i Package: |exam|:||es.wsm.helloworld | Browse...
L _J
Help < Back | Mext> | Finish Cancel
&

NOTE: Either you need to save the WADL of the service a priori or have the RESTful Service running in
order to be able to provide the WADL url.

Click “Next”
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© Create RESTFul Proxy Client - Step 3 of 5 (=]

Customize Proxy Names

A class is generated for each root resource in the WADL, by default the name of the dass is derrived from the base URI, this panel allows
i the user to averride this.

¥ Select WADL

I Mapping Table
lw! Customize P Na
? ustomize Proxy Base URI Class Name M
T Client Policy Configurati http: fflocalhost: 700 1jrest-saml-idprop /resources/

€ )
Help <Back | MNext> | Finish Cancel
A
By default JDeveloper generates a classname for the Proxy client. Provide a more user friendly name in
this dialog as shown in the screenshot above.
Click “Next”
) Create RESTFul Proxy Client - Step 4 of 5 ==
Client Policy Configuration
Configure OWSM policies for the RESTTul dient, if required.
I Policy Store {def location): |sers‘q:|yamuna.DRADE\-"!,AppDaE\QcamingUDeveloper‘l,system 12, 1.2.0.40.66.67'\Defau|t|30main‘lstore\gmds|
¢ Customize Proxy Names [ show enly th
1 )
i) Client Policy Configu| 3=
| Firish Policies: Q, Search [] show Selected Policies Show Descriptions
w Finish e e o e T S e o o
protecol is HTTPS. If a non-HTTPS transpert protocol is used, the request is refused. This policy can be applied to any
HTTP-based client
["] eracle/http_saml20_token_bearer_over_ssl_client_policy
This policy includes SAML Bearer V2.0 token in the HTTP header. The SAML Bearer v2.0 token is automatically created. View
The issuer name and subject name are provided either programmatically or declarative through policy. Audience
restriction condition can be specified. It alzo verifies that the outbound transport protocol is HTTPS. If a non-HTTPS
trangport protocol is used, the request is refused. This policy can be attached to any Hitp-based client
oracle/http_saml20_token_bearer_client_policy
This policy includes SAML Bearer v2.0 token in the HTTP header. The SAML Bearer v2.0 token is automatically created. View
The izsguer name and subject name are provided either programmatically or declarative through policy. Audience
restriction condition can be specified. This policy can be attached to any Hitp-based client.
1 ) Override Properties...
Help < Back | Mext> | Finish Cancel
&

Select the OWSM policy you want to use to secure the client and click “Next”.
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Finish

. You have finished describing your RESTful client proxy
Select WADL When you dick Finish, the wizard will create the RESTful dient proxy along with any model dasses and configure the project for REST.
Customize Proxy Names

Client Policy Configurati

Ere—C——

) Fimish

4T >

Help < Back Next > [ Finish | Cancel

IMPORTANT: Although JDeveloper provides you a policy selection dialog to select the OWSM policy in
the REST Client Proxy creation wizard — there is a bug in JDeveloper - due to which the Policy is not
added to the Client Proxy code. You will need to manually add the following lines of code show below.

Click “Finish”

4.4 Secure the REST Client Proxy

Applications. E | [ HelloworidrestClient java
I rest-sem-idorop. o) o] 214400878601 8EEEBE
I Projects E®-7-E- o
&[5 rest-dient H =] private static void izeClients i ion(ClientConfig ce) {
53 Application Sources Map<String, Object> properties = cc.getProperties();
&1 examples wsm.heloworld © i ABSTRACT POLICY FEATURE,
[&] HeloworicRestClientClient java new BolicySetFeature(
&) exemples.wsm heloworld new PolicyReferenceFeature ("oracle/Http saml20_token bearer_client policy™))):
HelloWorldRestClient. java 1
HelloWarldServietjava
=3 web Content a U
-3 WEB-IvF + Template method to allow tooling to override Client factory
B web.xml *
& B serviee .
=[] Appiication Sources v =] private static com.sun.jersey.api.client.Client createClientInstance(ClientConfig cc) | =
B-1) examples wsm.heloworld return com.sun.jersey.api.client.Client.create(cc);
@, HeloWorldIdPropSampie java ¥
&[] web Content
-1 Application Resaurces. g m
+| Recent Files * Create a new Client instance |
HelloWoridRestClient java - Structure = ’/
s B public static com.sun.jersey.api.client.Client cresteClisnt() {
W s ClientConfig cc = new DefaultClientConfigl);
@ examples.wem helonord custemizeClientConfiguration{ce);
& impats return createClientInstance(ce);
£ g HeloworldRestClient t
" Initializer { URL originalURI = URL create i[flac...
H gE}lk L‘reateclwe{nt() N mf’\ sun.jersey.a; dlemn‘C::\lm } =] public static HelloWorldRestClient.Helle hello() {
2 : 5. Yﬁf\“- e it return hello(cresteClient(), BASE URT); -
- E1% customizeCientConfiguraton (CientConfig) : void '
1%, el s relttnkResiclont relo e T
1%, helof dlent.Client) lient.Helo > fient = “customizeClientC iom Client Config) 731
E1%, helof dient.Client, URI) : Source | History ¢ € > 0
/ EIE B"fEJ“” iRL Buid - Issues. | =
@ Helo B
& (519 webApplicationExceptionMessage: Q0 A0@o | H- | Q
.« Description File Location Project -
Success! Build completed with 0 errors, 0 warnings, 0 infos
Source| Design [ElLive Issues: HelloWoridRestCiient java | Buid =
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Pay special attention to the import statements in the code snippet above.
import oracle.wsm.metadata.feature.AbstractPolicyFeature;

import oracle.wsm.metadata.feature.PolicyReferenceFeature;

import oracle.wsm.metadata.feature.PolicySetFeature;

import oracle.wsm.metadata.feature.PropertyFeature;

import oracle.wsm.security.util.SecurityConstants;

import weblogic.jaxrs.api.client.Client;

Few other things to note:

e The oracle/ oracle/http_saml20_token_bearer_client_policy — creates a SAML bearer token from
the Subject.
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4.5 Modify the HelloWorldServlet to call the RESTful Client Proxy
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For purposes of brevity | have provided the code snippet for how to call the generated RESTful Proxy
Client code above.

4.6 Modifying the REST Client Security Policy

One can modify the OWSM client policy used to secure the client by right-clicking on the RESTful Client
Proxy class and selecting “Secure RESTful Client” from the context menu as shown below.

Applications. [& HelloworidrestClient java

5] rest-samidprop = 24200 BRSIER M RE
= Projects & & P s , Object> - ): =
=[] restdient R t i ABSTRACT POLICY FEATURE,
5[] Application Sources new Poli (new Poli ("oracle/http seml20_token bearer client policy”))):
-1 examples wem. heloworld
[&] HelloworldrestclientClient java }
1) examples wsm. helowarld
a e
8 Heloworldserviet|  Qpen * Terplate methed te allew tooling te override Client factory
=[] web Content Delete *
-0 We-NF Exclude Project Content / . )
& web.smi - B private static com.sun.jersey.api.client.Client createClientInstance(ClientConfig cc) {
&8 service Deploy » return Client.create(cc)r
=[] Application Sources - v 1
P " - Find Usages.. clARY
@) HeloworididPropd gy Make Chi+ShiftFs a8
£ web Content 28 Rebuid P 1 + Create a new Client instance
- Application Resources. - *
4l Recent Fles. B> Run / f-
' Debug E3 = public static com.sun.jersey.api.client.Client createClient() {
—— p— = = @ ClientConfig cc = new DefaultClientConfig();
telioworl SRR : Alt#Shift-F customizeClientConfiguration{cc):
o BEE - » Organize Imports CuleAO veturn cresteClientInstance (co);
}
() examples.msm.helonorld Refactor 3
-2 Imports
4 .
R =] % HeloiaridRestClent Compare With =} public static HelloWorldRestClient.Hello hello() {
“-£Y%, Inivalzer { URL orignal] _Replace With » return hello(creatsClisnt(), BASE URI):
R T } v
i g\ aeateCient)) : oMU ¢eate Service Interface..
Hel lient.Hell Lsun. 3 X
H Elﬁ customizeCiientConfigul Create Web Service... a Ml:zt‘i::t;:llz(ﬂ)en[ :);:I\y - le: ‘hello(com.sun. client.Client client) {
~EJ%, hello( : HeloWorldRest  Create RESTHul Service... i s . ’ -
+[E]%, hello(com.sun jersey.a: _ HelloworldRestClient ~  createClient() 97:1+
]9, hello(com, sun jersey. Source| History | € S|
1% BasE_URT : URI "@ Create Data Control R =
-9, Helo B
- (1% WebApplcationExceptioniessage 0@ £ 1 Q
- Description File Location Project -
Success! Build completed with 0 errors, 0 warnings, 0 infos
Source | Design [&]vive tssues: HelloworldRestClient java | Build « -

Policy Store {def location):
[] Show only the compatible dient policies for selection.

Security

Policies: Q. Search [] Show Selected Policies Show Descriptions

[ O e IOy - LN - PFOTRCY =
This policy includes username and password in the HTTP header for outbound client regquest=s. The Wieww
u=sername and password are provided either programmatically or declarative through policy. it also
werifies that the cutbound transport protocol is HTTPS. If a non-HTTPS transport protocol is used, the
request is refused. This policy can be applied to any HTTP-based client

[ eracle/http_saml20_token_bearer_owver_ssl_client_policy
This policy includes SAKL Bearer WZ.0 token in the HTTP header. The SAML Bearer v2.0 token is Wieww
automatically created. The issuer name and subject name are provided either programmatically or
declarative through policy. Audience restriction condition can be specified. t also werifies that the
ocutbound transport protocol is HTTPS. If a non-HTTPS transport protocol is used, the reguest is
refused. This policy can be attached to any Hitp-based client

oracle /http_saml20_token_bearer_client_policy
This policy includes SANL Bearer v2_0 token in the HTTP header. The SAML Bearer w2.0 token is Wieww
declarative through policy. Audience restriction condition can be specified. This policy can be
attached to any Hitp-based client. -

Qwverride Properties,
e
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You can use the above dialog to make a different policy selection if required. In this case | did not modify

the policy since | had already selected the correct policy.

NOTE: Any changes you do in terms of selecting a different policy via this dialog will be effective and
the corresponding code in the RESTful Proxy Client will be modified.

4.7 Secure the HelloWorldServlet web application
Open web.xml for the “rest-client” Project in JDeveloper and add an entry for the HelloWorldServlet as

shown below.

&0 wes-anF

| web.snl
& (B serviee

=[] Applcation Sources
) Applieation Resources
@[3 Buid Fles

£ Conneetons

#1131 Deserptors

@[] Ubraries

4] Recent Files

web xmi - Strueture.

erviet

@
O Serviet Clacs / J5P File ? o
s elloworldserviet serviet Class |exarmples. wam.helloworid HelloWoridserviet @ o
References @ o
@
| @ data-source
Genaral Sarviat | Sarviat Maooings | Inlialastion Parametars | Security Role Refersnces
@
‘ distributable:
Y
eiblocal-ref
@
) ejbref
@ -
web-app-2.0-F.. - |
Q frd @
E3 @ version " 30
deacription:
dclay-name: 1
metadata-conplete: | <def
. e
Overview| Source Histary * Q| a fin.co)
FYE—" =KX ==
@odo@Do & Q
 Description Fie Location Project -
Success! Build completed with 0 errors, 0 warnings, 0 infos

4.7.1 Select Authentication Mechanism

Select “HTTP Basic Authentication” mechanism.

Aspicatons
[55] rest-sami-dprop.

= Projects

[ restecient

15 B2 Applcation Sources

| =il examples. wem, hellowerld

0 examples warn. heloword
HeloWorldR estClent java
| ] -l Hetoworldser et sava
| & [0 web Content
| eCawesane

I b

1 [5] service
&[22 Application Sources

=l Application Resourcas

@120 Bl Fies

1|1 Connections

G111 Descriptors
G- [ Lbraries

] Recent Files

. [8 HeloWorldR estClientClient java

web xmi- Strueture
T2 a8

=145 web-app - 3.0

£ serviet - pellovioridsersizt

|

| e
&

5 secu
RS
| et
&% logn
54 secun

N e -
) servies =
Fiters [/ Login Authentication _— ]
Security
— 5 ome @
. () it Basic Authentication (RF 2617) e
e ©
¥ ) Hitp Digest Authentication (RFEC 2617) data-source
] @
d Authentication Lnmiis
= + | ] <
ocal-
| a | eocaires
@
€3 Hit Client: Authentcation { pubic key certificate ) et
1 Security Roles 4 3¢ © 4
Fole vame Gescription g web-app-0.0-F.. | )
Q Fnd @
= [ Security Constraints + « verdon = [2e]
o dascription:
= Constraint £*3 cispley-name:
Vieb Rezource Collections  Authorization | User Data Communicaton matadata-complate: [
Overview | Source Hiatary < il .
Buid - ssues =1 . =
@odo@al | - | # a i ol
~ Dascriotion Fie Location Projact -

Success! Build completed with 0 errors, 0 warnings, 0 infos

Ptive losues: websml | Buld
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4.7.2 Add Security Constraints

Applications.

. Description
€D suth-constraint 4

& login-config
G- & security-role - webuser

[ rest-sambidorop. .-
= Projects E@-v-E- web Applcation -
@ rest-dient Role Name Description - >y
&3 Application Sources y. @
&1 examples.wsm.heloworld ~ ) absolute-o.
[B] HelowioridRestClientClnt.java 5l Security Constraints + o
() examples.wsm.heloworld it
-] HeloWorldR estClent java = Constraint X -
HelloWorldServiet java @
[ web Content Web tion: | User | data-source
& [ wese
) web.xml G ¥ appies to: ) AIHTTP Methods s
&[] service Vieb Resource Name ~| selected hod s
HTTP Mg
&8 socaton Sz L _ - -
— Application Resaurces. [Jeer [JruT [JOPTIONS []TRACE ebocalref
-2 Build Files [JPosT [JHEAD [[] DELETE oy
503 Connections O AllBut Selected HTTP Methods abref
&-{2] Descriptors
&[] Liraries [Jeer [JPUT [JOPTIONS [JTRACE @ b
[PosT [JHEAD [ DELETE PP ——
Q Find @
+| Recent Files # x
X URL Patterns - @ version = 3.0
web.xml- Structure x| nelorestcient N secipion: O
L) diplay-name:
Y-
=-€» web-app - 3.0
&-& serviet - HelloWarldServiet metadata-campiete: | <def
€9 servietname | moduiename:
5 4D senviet-cass Overview| Source. Histary »0
sch : [y
ool examples.wsm.heloworld eloWorldserviet A o schematocaton: i
4% serviet-mapping - HelloWorldServiet Buid - lssues. “1 B o amins: fin.co}
& @ searty constrant @o@I@o & # a ot .
- ¢ web-resource-collection - Success File — Project o

Build completed with 0 errors, 0 warnings, 0 infos

Success!

Applications
] rest-saml-idprop | @ |
=/ Projects Q@ V-E- i b Apoli -
rest-diient le Name Desaription | =
=[] Application Sources 4 @
1) examples wsm.helawarld . . absolute-o..,
-[B] HeloWioridRestClentClint java 5 Security Constraints + o
- examples.wsm.helonorld .
[&] HellowioridRestClent.java = Constraint h
. HelolWorldServiet java X @
=[] Web Content olections | User Data C¢ data-source
= ﬁg‘:ﬁzz o ‘Authorize Security Role = @
service webuser dstrbutable
=[] Application Sources -
=l Application Resaurces. ebocabref
{30 Buid Fies @
{2 Connections. epref
{20 Desariptors.
{2 Uraries @ b4
web-app-30-P. »| [E]
Q Fnd
I Recent Fies @
= o verson = [a0]
web xml- Structure x| Bl )l description: |:
ne display-name: ]
E-4€@ web-app- 3.0
& &% serviet - HeloWordServiet metadatz-compite: [
4D servietname | modename: [ |
4D serviet-dass. Overview Source History vl
= schemalocation: http:
A exampies wsm.heloord HeloWorkserviet : o shemaocaton; P
- servietmapping - Heloworldserviet fuidpezen SLE o sins: jm.co
=8P seauity-constraint @o0A0 @0 1 &1 # Q o st o]
154D web-resource-coliecton - Success . Deseription File Location Project -
[#-¢P auth-constraint
1€ login-config
& security-ole -webuser Success! Build completed with 0 errors, 0 warnings, 0 infos
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4.7.3 Final “web.xml” for the HelloWorldServlet
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4.7.4 Create weblogic.xml deployment descriptor

Right click on the project and select “New->From Gallery”.

g Mew Gallery E

Q

Categories:

Items: [] Show All Descriptions

pl nent O
-Deployment Profiles
---Diagrams

~Java

~Mawen

-Projects

- LIMIL

- WML

Business Tier

=

--Data Controls

~EJB

-—-Security

-TopLink/JPA

~--Web Services

=}--Client Tier

-~ ADF Desktop Integration
~--ADF Swing

-Extension Development

i ERA T

Al
Help

- ADF Business Components
~Contexts and Dependency Inject

% Coherence Deployment Descriptor

% Jawva EE Deployment Descriptor

EfYy Java web Start {(JMLF) Files

% Jawva Web Start (IMLP) Files for ADF Swing
% Cracle Deployment Descriptor

% taglib. dd (ISP Tag Library Descriptor)

% taglib. xml {(Facelets Tag Library Descriptor)

% WeblLogic Deployment Descriptor
Launches the Create WeblLogic Deployment Descriptor wizard, in which you select

Click “OK”

Select Descriptor

E’ i Create WeblLogic Deployment Descriptor - Step 1 of 3 E

Select Descriptor

Select Version

(——0)

Select the deployment descriptor you wish to create:
weblogic-cmp-rdbmis-jar. xmil
weblogic-diagnostics. xml
weblogic-ejb-jar. xmil
weblogic-jdbc., xml

weblogic-jms. xxml

weblogic-ra. xml
weblogic-rdbms-jar . xxml
weblogic-webservices. xml
weblogic-wsee-dientHandlerChain. xml
weblogic-wsee-databinding. xml
weblogic-wsee-standalonedient. xml

webservice-paolicy-ref.xml

Description:
Creates the Orace WeblLogic platform-specific deployment descriptor weblogic. xml,
populated with default deploy-time settings.

To enable this option, you must select a project or a file within a project in the Application
Mavigator. You may hawe only one weblogic. xml deployment descriptor in a project.

5
-
W
T

@
5]
al
-

Click “Next”
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Select Version

W Create Weblogic Deployment Descriptor - Step 2 of 3

Select Descriptor
A Select Descriptor

A
-Z-,?._-Z- Select Version

Select the deployment descriptor version you wish to use:

'  Summary

10.3.8
10.3.4
10.3.1

Description:

10.3.3

WebLogic 12.1.1 or higher

WVersion 12.1.1 of the Weblogic-specific web application descriptor is compatible with

Help

Click “Next”

Summary

E’ iCmah:WehLogicDEpln}rnmntDﬁcﬁptm—Step3uf3 E

elect

5 Desacrintor
M Select Descripto

T Select Version

e Summary

¥ou have completed creating your new deployment descriptor.  When you dick Finish, the
wizard will create the following deployment descriptor:

weblogic.xml 12.1.1

< Badk

Click “Finish”
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TR - — ey o
Coherence -
Contaner | un-As Role Assignments * % #cdnta-se,
Drectores
- Role Name Principal :J .mlzl‘m
Loraries o
References
e 51 Security Permissions 4 % pwocenin..
| |y web. sl Security =] Security Role Assignments. L .3 Y
| L % et s serviets A
& [l service _| sesson e Name =
| Application Resources. Woark Priority
[0 Build Files Asynchranus [] Defined externally
(2] Connections. P "
1 [ Descriptors il X
o B v b
(-] Java Authentication Service Provider Interface for Containers principal-name - P. =
7] aspic Enabled Q rm @
E3 Provider: ] a idi
s gl - principal-name: |weblogic
Overuen | Source History < -1
Buka - mauen e
(@odye|@al | 42~ | a
-« Deseription File Location Project -
Success! Build completed with O errors, 0 warnings, O infos
| Selected: principal-name

4.7.5 weblogic.xml for the HelloWorldServlet

4.8 Create Deployment Profile and WAR for the Client

Click OK to create your new deployment profile and immediately open it to see its configuration.

Frofile Type:

[WAR File v]
Deployment Profile Mame:

|hel|owor|d—re5bdient |
Description:

Creates a profile for deploying the Java EE web module (WAR) to an application server. The WAR
consists of the web components (15FPs and servlets) and the corresponding deployment descriptors. -

Help Ok Cancel
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Q, Search

WAR Options

[=h- File Groups

E} - Web Files

- Contributors
- Filters

- WEB-IMF fdlasses
- Contributors

Library Dependencies
Profile Dependencies
Platform

Mew...

Delete

General

WAR File:

|est—sarnI—idprop\rest—dier1t\deploy%elloworld—resbdient.war |

Deployment Flan:

Web Application's Context Root:

(%) Use Project's Java EE Web Context Root

|rest—5am|—idprop-dient

() Specify Java EE Web Context Root:

Deployment Client Maximum Heap Size (in Megabytes):

Click “OK”

Applications. &
[l rest-semidprop v [ | Qe Find 200817 R S e EE
= Projects @ -7 E-
=B = Bl @WebServlet (name = "HelloWorldServlec®, urlPatterns = | "/helloworldclient” }) =
o Cap  New » m Epublic class HelloWorldServlet extends HttpServiet [
5@ EditProject Source Paths... private static final String CONTENT TYPE - "text/html; charset-windows-1252"; m
3 Delete Project =
& =] public void init(ServletConfig config) throws ServletException {
@ Find Project Files super. init (config) ;
Show Classpath }
=-[2 wel Show Overview I
E'D =1 public void doGet (HttpServletRequest request, HttpServletResponse response) throws ServletException, IOException {
1 helloworld-restelient to WAR file response. setContentType (CONTENT_TYPE)
PrintWriter out = response.getWriter();
& Bl seree iy Make rest-client jpr cHikFo out.println("<herl>") ;
et Rﬁﬁ Rebuild rest-client jpr AliFe webapy out.println("<heads<title>fellolorldServlet</titlex</head>") ;
= rintln("<body>")
@ [ suid Fiq > Bun New Deployment Prefile... < -
-] Connect & Debug
D
TR Compurein , _ »
Replace With \ String output = hello
Restore from Local History out.printL
out.printin(
=+l Recent Files. Convert to Facelets... -
Project Propertes = out.println("<p>The servlet has received a GET. This is the reply.</p>"):
rest-clien pr - JectProperties. =) out.println("</body></html>") ;
ouc.close();
b
}
v
v P 34:1/282 ~
Source | History ¢ T
Build - lssues. | B
Qodo@o &1 2 Q
.« Description File Location Project -
Success! Build completed with 0 errors, 0 warnings, 0 infos
[Eltive Issues: Helloworidservietjava | Buld
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Deployment Action

};‘{ Deployment Action Select a deployment action from the list below.
T

Dieploy to Application Server

I
W Summary

Creates a Web Archive (WAR) file for the platform defined in the Profile.

Help ck Mext = Einish Cancel

Click “Next”

m

Summary

"!TJ“ Deployment Action
1

! Summary Deployment Summary:

e Details

itput file: D:\IDeveloperiymyworkrest-saml-idpropYyrest-dient\deploy\helloworld-restdient. war
Hude manifest: No

mpressed: Mo

dule

iplication Mame: helloworld-restdient

rdule Type: war

Help < Back Mext = [ Einish ] Cancel

Click “Finish”
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5 Create users in weblogic using WLS Console

We will create some users for purposes of testing. These users will be created in embedded Ldap that
ship with Weblogic. Log into WLS console as shown below.

€ ) @ localhost:7001/console/consale.portal?_nfpb=truel_pagelabel=HomePagel

ORACILE weblLogic Server Administration Gonsale 12¢

Change Canter
View changes and restarts

Configuration editing is enabled. Future
changes will sutamaticaly be activated as you
modify, add or delete items in this domain

Domain Structure
base_domain

5 nwranmen
|--Depleyments

|- Security Reaims
1 Interoperabilty
[ Dlagnostics

How do L., B

Search the configuration
Use the Change Center
Record WLST Seripts
Change Console preferences
Manage Conscle extenaions

Moritor servers

System Status =]

Health of Running Servers

| Faied (@)
| Critcal ()

[ Overloaded (0)
[ Warming (0)

— o)

@ Home Log Out Preferences [ Record Help |

la]

Hanme »Summary of Security Reaims »myreaim » Summary of Security Realms

Home Page

Information and Resources

Helpful Tools
= Configure applications

= Configure GridLink for RAC Data Source
= Configure a Dynamic Cluster

= Recent Task Status

= Set your console preferences

= Oracle Enterprise Manager
Domain Configurations.
Domain

* Domain

 Servers

rs
= Server Templates
= Migratable Targets

« Coherence Clusters

 Machines

* Virtual Hosts

« Work Managers

® Startup And Shutdown Classes

Your Deployed Resources
* Deployments

Your Application’s Security Settings

 Security Realms

= Common Administration Task Descriptions

= Read the documentation
' 4sk & question on My Oracle Support

Services
* Mezzaging
= M Servers

® Store-and Forward Agents
= M Modules
= path Services
= Bridges

* Data Sources

o Persistent Stores

© XML Registries

© XML Entity Caches

= Forelgn INDI Providers

« Work Contexts

* jcom

* Mal Sessions

 FileT3

. JTA

= 05Gi Framenorks

| [£8- Googie

Interoperability
- WTC Servers

« Jalt Connection Pocls

Diagnostics

* Log Files
« Dingriostic Modules

= Built-in Disgnostic Moduies
* Diagnostic Images

* Raquest Parformance

o Archives

* context

o shMp

Charts and Graphs
« Monitoring Dashboard 15

Welcome, weblogic

£l B~
[s=gy -

Connected to: base_domain

SNTTRVESNCREIORIIN

Click on “Security Realms” on the LHS, this will open the Security Realms page on the RHS. By default
Weblogic ships with a single realm called “myrealm”

P localhost:7001/console/console.portal?_ _pagelabel=
pag

¢

- Google

£ i B-

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes wil automaticaly be activated as you

modify, add or delete items in this domain

Domain Structure

base_domain

+-Environment
-Deployments
-Services

-~ Security Realms

+-Interoperability
“Diagnostics

How do L. =]

« Configure new security reaims
© Delete security reaims

 Change the defauit security reaim

System Status &
Health of Running Servers.

[ Fald@
[ cile®
[ overloaded (0)
[ Wamna@
I o« (1)

& Home Log Out Preferences [5] Record Help |

e

Home »Summary of Security Resims »myresim > Summary of Security Realms

Summary of Security Realms

A security realmis a container for the mechanisms-induding users, groups, security roles, security polices, and security providers~—that are used to protect Weblogic resources. You can have multipe security realms in a Weblogic Server domain, but only one can be

set as the default (active) reaim,

“This Security Realms page lists each security realm that has been configured in this WebLogic Server domain, Click the name of the realm to explore and configure that reaim.

b Customize this table
Realms (Filtered - More Columns Exist)

New | [ Delete

Welcome, weblogic ‘ Connected to: base_domain

Showing 110 10f 1 Previous | Next

mrealn e

New | | Delete

Showing 110 10f 1 Previous | Next

localhost:7001/console/ rtal?_
——— T

. pagel. TabP,

— Th— e
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Click on “myrealm” in the above page. Click on the “Users and Groups” tab as shown below. This will list
all the users/groups associated with that realm.

W! ("} settings for myrealm - base_domain - W, | + ==

€& @ localhost 7001 /console/console. portal?_ _pagel. T om.bea.console handles. ty ("Security %34 3Dmy %3Buweblo < £ @& B-

ORACLE' webLogic Server Administration Console 12¢

e @ Home Log Out Preferences [ Record Help | Q Welcome, weblogic ‘ Connectzd to: base_domain
e e e T Home >Summary of Security Resims >myresim >Summary: of Security Resims >rmyresim >Users and Groups
Configuration editing is enabled. Future Settings for my»ed
changes wil automaticaly be activated as you -
mocify, add or delete ftems n i domain Configuratiyn | Users and Groups | Rojts and Polcies | Credentcl Mappings | Providers | Migration
- Users  Groups
Domain Structure
base_domain
Environment ‘This page displays information about each user that has been configured in this security reaim.
Deployments
-Services
+-Security Reaims b Customize this table
#-Interoperability
“Diagnostics Users
New | [ Delete Showing 110 20f 2 Previous | Next
[[]] name & Description Provider
[T | OradeSystemuser Oracle application software system user DefaultAuthenticator
—— [ | weblogic This user i the defauit administrator. Defaultauthenticator
o do ... = New | [ Delete

Showing 110 20f2 Previous | Next
* Manage users and roups

© Create users

* Modify users

o Delete users

System status El

Health of Running Servers.

[ rakd(@
[ cita®
[ overoaded (0)
[ waming(0)
[

——— T T T T = L —

Click “New” to create a new user in the above page.

Create a user called “testuser”. Provide the password for “testuser” as shown below.

WM Create s New User - base domin - WIS | &

€ @ localhost: 7001 /console/console. portal?Security UsersCreateUs To=Reslml T ty om.bea.console handles.S < Google £ # B~

ORACLE webLogic Server Administration Console 12¢

e @) Home Log Out Preferences [ Record Help | Q Welcome, weblogic ‘ Connected to: base_domain
View changes and restarts Home >Summary of Security Reslms >myrealm >Summary of Security Resims >rmyreaim >Users and Groups
Configuration editing is enabled. Future e ey
changes wil automatcaly be actvated as you
mocify, acd or delete tems i this domain ok | || Cancel
Domain Structure User Properties
base_domain The following propertes wil be used to identify your nen User.

#-Environment

Deployments * Indicates required fiekds:

-Services

~Security Reaims

What would youlike to name your new User?
#-Interoperabilty

“Diagnostics .
Name: testuser
How would you like to describe the new User?
Description: testuser
Please choose a provider for the user.
Howdo L. 1=
Provider:
o Create users DefaultAuthenticator [+]
o Modify users
The password is assedated with the login name for the new User.
® Delete users
® Create groups *Password: ssssssse
« Manage users and groups
* Confirm Password: sssssese
System Status =]
Health of Running Servers 0K Cancel

[ Faed@
[ cite®
[ overloaded (1)
[ Wemna@®
I ok (1)

——— T T T T = L —

Click “OK” to complete creation of the new user “testuser”
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€ @ localhost 7001 /console/console. portal”_ _pagel. JserTabPage 77 v | |28~ Googe P & B-
Change Center @ tome LogOut preferences Bl Record e [ || @ Welcome, weblogic | Connected to: base_domain
T Home »Summary of Security Resims »myresin » Summary of Security Resims > myresim »Users and Groups

Messages
Configuration editing is enabled. Future

changes wil automaticaly be actvated as you +# User areated successfully
modify, add o delete itemsin this domain.,
Settings for myrealm

Domain Structure:
Configuration | Users and Groups | Roles and Polies | Credentisl Mappings | Providers | Mgration
base_domain
+-Environment | Users  Groups
--Deployments
-Services
~Security Realms ‘This page displays information about each user that has been configured in this security reaim.
t}-Interoperability
-Diagnostics
P customize this table

Showing 110 30f 3 Previous | Next

Name & Description Provider

How do1.. 8 OracieSystemiser Oracie application software system user Defaulthuthenticator

« Manage users and groups testuser testuser Defaultauthenticator

* Create users weblogic This user is the defauit administrater. DefaultAuthenticater

o Modfy users

Showing 110 303 Previous | Next
* Delete users

System Status 1=}
Health of Running Servers

Faied (0)

critial (0)

Querloaded (0)

Warning {0)
I oy

——— o T— el e el

If user creation is successful — then testuser will be listed along with the prebuilt users that ship with
Weblogic as shown in the screenshot above.

5.1 Mapping newly created “testuser” in weblogic.xml

Applications. b~
[ rest-samldprop. v v @ 2 Q-
Sty B®-VrE | apicaten ity L
2 Brmraes Al e | = °
&3 Application Sources
Contai - i
&1 examples. wsm. heloworld ontaner EIRun-As Role Assignments + X sodatase..
[B HeloWorldRestClientClient java s
Role Name Prindpal A
-1 examples.wsm, hellowarld ISP ety
[&] Helloworldrestclient.java Libraries 43
HelloWorldServiet java References _ o @
&[] Web Content Message I Security Permissions +% #processin...
8 E’_gﬁﬂm securty  E/Security Role Assignments X A
L, weblogic U Serviets #text
8] serviee I session Role Name ~]
| Application Resources. Wk Priority 4
-2 Buid Fies Asynchronus [[]Defined externally
[ connections .
P l
-] Desaptors LD + X
& Bl Lo _J .
ftestuser =
7~ - P =]
EJava icati iice Provider Interface for Containers Q Find @
| Recent Files O
= Jaspic Enabled d [
weblogic.xii - Structure. =] Authentication Provider: N ||| @ prindpal-neme: [weblogic |
=N
54D neblogcneb-app
&) security-role-assignment
549 role-name L
B4 prindpal-name Overview | Source History »0
-4 principal-name
Build - ssues. | =
Qodo@o 1 &1 A Q
s Description File Location Project -
Success! Build completed with 0 errors, 0 warnings, 0 infos
[RLive Tssues: weblogicxml | Build ol ET ¥

NOTE: Here | have mapped the role to individual Ldap users. It is better to map it to an Ldap Group.
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6 Deploy the client application to Weblogic using EM

, =

| €= | @ localhost 7001 /em/faces/as/emas t_task_flow/as/ocdj/deploy/stepl Htarget=%2FDomain_base_domain%2Fbase_domain&type=weblogic_dom: r P A& B-
ORACLE Enterprise Manager Fusion Middieware Conirol 12c e O
base_domain @
Select Archive Select Target Application Attributes Deployment Settings
Deploy Java EE Application : Select Archive Back Step lof4 MNext | Cancel
Specify the appiication or the exploded directory. Optionally you can speafy a deployment plan.

Archive or Exploded

irectory | Information

3ava EE archives, Vieb Modules (WAR fies), E18 Modbes (38 JAR files), Resource Adapter Modues (RAR fies), Caherence Archives (GAR files), JDBC Modules, S Modues, and library fies (lar fils) can be deployed. You can also deploy an exploded archive thatis present ||y g oo

on the server where Enterprise Manager is running. applications that require Orade

i Metadata Services (MDS) or that take
Archive is on the machine where this Web browser is running. s e

advantage of the Orade Application
[D:\uDevelopermywork: Hdprop! ploy cliert.war Browse. Development Framenork (Orade ADF).

Archive or exploded directory is on the server where Enterprise Manager is running.

If your appication is a SOA composite,

[ Brow: use the SOA Composite deployment

wizard.

Deployment Plan If your applcation i not a SOA

composite o it does not require an MDS
The deployment plan is a fle that contains the deployment settings for an application. You can use a previously saved deployment pian for this application. Later in the ocess, you edi the andsave it for a future deployment of this | repository or ADF connections, then
application. If you do not have a one will be luring the when is done, The 3 when you deploy a brary. you can deploy your application using
this wizard or the Oracke WebLogic
Create 2 new deployment plan when deployment configuration is done. Server Administration Console.
Deployment pian i on the machine where this Web browser is running.

[ Browse.

Deployment pian i on the server where Enterprise Manager is runring.

[ Brow:

Deployment Type

The archive or exploded directory can be deployed as a regular application or a library. Application libraries are deployments that are available for other deployments to share. Libraries should be avaiable on all of the targets running their referencing applications. The
deployment type option wil be set as lirary automatically when you deploy a library file CJar fie).

Deploy this archive or exploded directory s an applcation
Deploy this archive or exploded diectory as a lbrary

=

T e 0 S

€ | @ localhost 7001 /em/faces/as/emas_ t_task_flowas/ocdj/deploy/step2?Ad dow-1d= df-Page-Id= 77 v €@ ||®!- Yahoo P & B-
ORACLE Enterprise Manager Fusion Middieware Control 12¢ Hep» O
base_domain @
SelectArchive Select Target Application Attributes Deployment Settings
Deploy Java EE Application : Select Target Back |Step20f4 MNext | Cancel

Select the WebLogic server or cluster that you nant this application to be deployed to

Select [Name [Type |Deploved Appications |

Adminserver Grade wiebLogic Server 63
Tl V— el ol W el =

Click “Next”
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] Deploy Java EE Application: bese.do... | E=] OWSM Development » Overview

€ | @ localhost7001 /em/faces/as/emas_

task_flow/as/ocj/deploy/dep dow-Id=wBAH-Page Td=1

A & B~

ORACLE Enterprise Manager Fusion Middleware Control 12

Hep» O

base_domain ®

[ —
Selectirchive Select Target  Application Attributes Deployment Settings

Deploy Java EE Application : Application Attributes

Archive Type
Deployment plan
Deployment Target
Deplayment Type

Web Module (WAR fie)
Create a new plan
Admingerver
Application

* Application Name | helloworid-restdient

Context Root of Web Modules

Back |Step3of4 Next | Deploy | Cancel

Vieb Module |contextRoot
heloworld-resteient. war | rest-saml-dprop-cient
Distribution
® Install and start application (servicing all requests)
Install and start applcation mode (servicing only requests)
© Instal only. Do not start.
v|Other Options

Appiication Source Accessbilty

Use the defaults defined by the deployment's targets. Recommended selection

Copy this application onto every target. During deployment, the files wil be copied automatically to the managed servers to which the appicaton is targeted.
(© Make the application accessble from the source location that it will be deployed on. You must ensure that each target can reach the location.
Deployment Plan Source Accessbility

@ Use the same accessbilty as the application.

Copy the deployment plan onto every target. During deployment, the files wil be copied automatically to the managed servers to which the application i targeted.
Make the accessble from the

that itwil be deployed on. You must ensure that each target can reach the location.

Click “Next”

Deploy Java EE Application: base_do... % IE(YWSM Development » Overview

€ | @ localhost7001/em/faces/asfemas_deployment_task flow/as/ocdi/ deploy/deploy Config

P & B~

ORACILE Enterprise Manager Fusion Middleware Control 12¢

Hep e O

base_domain &

—a—a—a
Select Archive Select Target Appiication Attrbutes  Deployment Settings
Deploy Java EE Application : Deployment Settings

Back |Step4of4 Next | Deploy | Cancel

Archive Type Web Module (WAR fie) ~Appication Name  heloworld-restclent
Deployment Flan Create a new plan Version Notversioned
Deployment Target AdminServer ContextRoot rest-sam-idprop-cient
Deployment Type Applcation Deployment Mode Install and start application (servicng a requests)

Deployment Tasks

The table below lists common tasks that: you may wish to do before deploying the appiication.

Name | GoToTask [pesaiption

Configure Appiication Security 7 Configure application policy migration, credential migration and other security behavior

| Deployment Plan
You can optionally use the Edit Deployment Plan option to setmore advanced deployment options which the deployment tasks above do not cover.

Edit Deployment Plan

You can optionally save the deployment plan to your local disk. You can redeploy this application later using your saved deployment plan and nat have to edit the deployment plan.

Save Deployment Plan

Click “Deploy”
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€ @ localhost 7001 /em/fac

| Deploy Java EE Application: base_do.. Igowsm Development » Overview

s/emas_deployment _task_flow/:

s/ocdj/deploy/deploy Config
ORACLE ise Manager Fusion lMi Control 12¢

Yahoo £ & B-
Heo - O

base_domain

—a—=—8

Select Archive Select Target Appiication Attrbutes  Deployment Settings

Deploy Java EE Application : Deployment Settings Back |Step4of4 MNext  Deploy | Cancel
Archive Type Web Module (WAR fie) Application Name  hellonorld-restclent

Deployment Flan Create a new plan 5 Deployment succeeded

Deployment Target Adminserver Conte
Depiayment Type  Application Deploymer  The Application “helloworld-restclient™ has been successfully deployed. I
| @ To configure and manage the application "heloworld-restclient’, use the Orade Webl odic Server Administration Console.
Deployment Tasks

The table below lists common tasks that you may wish to dobefore de  Summary

Version Mot versioned
Neme [ GoToTesk [oex Deployed Archive Location D:\orade_12.1.2\user_proj i ¥ , i el [
|configure Appicaton seaurty Z & Archive Type Web Module (WAR file) |
| Deployment Mode ~Install and start application (servicing al requests)
Deployment Target  AdminServer
Application States  Active (AdminServer)
Context Root rest-saml-dprop-dient

| Deployment Plan
You can optionally use the Edit Deployment Plan option to set more ac
Edit Deployment Plan

m

You can optionally save the deployment plan to your local disk, Youc e Progress Messages

‘Save Deployment Plan [August 4, 2013 12:33:28 AM PDT] Initiating deploy operaton ...
[August 4, 2013 12:33:28 AM POT] Validating deployment plan...
[August 4, 2013 12:33:28 AM PDT] Deployment plan validated.

[August 4, 2013 12:33:28 AM PDT] Archive: Dr\orace_12.1. 2Yuser_proj
archive\heloworld-restdient.war

[August 4, 2013 12:33:28 AM PDT] Deployment plan: D:\orade_12. 1.2\user.
configplan.

[August 4, 2013 12:33:28 AM PDT] [Deployer: 143 182]0peration "deploy” on application "heloworkd-restcient® s in progress on “AdminServer”
[August 4, 2013 12:33:29 AM PDT] [Deplayer: 149 194]0peration “deploy” on application "helloworld-restclient” has succeeded on “AdminServer™,
[August 4, 2013 12:33:29 AM PDT] Deploy operation completed.

a

Close

y/deployConfig?
——

Click “Close”

6.1 Negative Testing

For the SAML token to work we need to set up the keystore. This is required as the SAML token is
signed. Since we have not set up the keystore — testing will fail.

@& Home - Windows Intemet Explorer

B
OO = hitp/localnost 001 rest-ssmi-idprop-clent/hellorestclent

~[4[x][P Google £ -]
bl © McAfec” [iig

i Favorites 73 &) Web Slice Gallery v & eXpressSR

) Connecting.. 1 v Bl v @ v Pagev Sefetyv Took~ @+
ORACLE" Employes Tools ¥ | Linss of Businese ¥ | Froducts & Servioss ¥ Logn  Hep B wortwee B
MY.ORACLE Search CurrentSite  ~ Q]  Advanced Search
G2
B e NORTH AMERICA SALES AND CONSULTING
Tou are hare:
Aria Feople Search
4NORTH AMERICA APPLICATIONS 4 NORTH AMERICA SALES

Windows Security [ |

Applications

The server localhost at weblogic requires a usermame and password.

Warning: This server is requesting that your usemame and password be
sentin an insecure manner (basic authentication without a secure

For Joanne Oisen's Horth America Appications organization, go HERE connection).

, Public Sector, and Analytics, go HERE

Remember my credentials
Prvsey Statements Inemsl, Extermal

Copyriaht © 2013, Oracte andior s affiiates. All A reserved

Waiting for http://localhost:7001/rest-saml-idprop-client/ hellorestclient... . | €& Local intranet | Protected Mode: Off o v ®E5% V'
BllelTLjeo e =] mm=]o]x=] (S R R

8/4/2013
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& Error 500-Internal Server Error - Windows Internet Explorer E=nr=n =)
6@- e locathost7001 /et sami -idprop-ch ~[ B[4 [x]|[2 Google £ -
£ x [T -

<y Favorites | 3 8] Web Slice Gallery » 8] eXpressSR
| € Error S00--Internal Server Error ‘7‘ v B v (0 & v Pagev Safety~ Teokv @+

Error 500-Internal Server Error

com.sun.jersey.api.client.ClientdandlerException: oracle.wam.comnon.sdk.WSMERception: WSM-00237 : KSS keystore with URI kss://owsm/keyatore can mot be loaded due to java.security.PrivilegedhctionException.

handler RESTClientFilter.handle (RESTClientFilter.java:176)

at oracle. lient.jexrs.TenantClientFilter.handle (TenantClientFilter. java:6d) =
at cnm.sun-jersey.apx.cl:\en:.chem..handle (Client. Java: 648)

at com.sun.jersey.api.client handle Java:680)

at com.sun.jersey.api.client Java:74)

at com.sun.jersey.api.client 1a thed Java:e21)

at 1 Relloworld.Hell 1ientsHellosUser. getAsTextPlain (BelloWorldRestClient. java:162)

at 1 helloworld.Fell let.doBet (Hell let.java:31)

at javax.servlet.hrtp.HttpServlet.service (BttpServliec.java:731)
at Javax.servlet.htip.HttpServlet.service (BitpServlet.Java:844)

at weblogic.servlet. internal Gyt ceAction, run (StubSecurityHelper.java: 280)
2t weblogic.servlet.internal tyfie cehetion. run (SoubSecurttyfielper . java: 254)

=t weplogic. servier. internal tyBelper tyBelper. java:138) m
at weblogi t.internal Java:34l)

at weblogic.servlet.internal.TailFilter.doFilter (TailFilter.java:25)
at weblogic.servlet.internal.FilterChainlnpl.doFilter (FilterChainlmpl.java:T9)

at 1 . http. JpshbsFiltersl.run(JpshbsFilter.java:137)
at 3 & ler.doPrivileged (Native Method)

at 1 ty.jps.util.JpsSubject.dohsPrivileged (JpsSubject. java: 315)

at 1 ty. il 1 (JpePlatformitil.java:160)

2t 1 . http. JpaAbsFile (JpaibsFilter. java:120)

at 1 % http.JpsAbsFilter.doFil ilter.java:217)

ac 1 ty3 http.JpsFilter.doFilter (JpsFilter.]

at weblogic.servlet.internal.FiltezChainlnpl.doFilter (FilterChainlnpl. java:79)

at 1e.d let. DM letFilter.doFilter (MSServietFilter, java: 225)

st weblogie. servler. incernal. Filterthaininpl . dofilver (FilterChainepl. jave:18)

2t weblogic.servlet.internal Invocationieri tContext.java:3367)
at weblogl let.internal I ticnAction.run java:

at weblogic. seourity.acl. internal Authenticatedsubiect. doha {Authent icatedSubject. Java: 321)

2t weblogic.security.service. Securit: ecurit; java:120)

at weblogic.serviet.provider. W]sSu.b]ev:[Hand]a L'un(wlssuh]ec[i{andle Java:sT)

at weblogic.serviet.internal tContext. java: 2220)

2t weblogic.servlet.internal text F; Context. java: 2146)

2t weblogic.serviec.incernel text © Context.java:2124) i
o i ] 3
Done & Local intranet | Protected Mode: Off - Bex v
— T e — el e el T

7 Setup Keystore

OWSM needs to signs the SAML bearer token, in order to do that it uses public key cryptography. Thus a
keystore needs to be setup. In 12.1.2 the default keystore is KSS (Keystore Service) and this is different
from 11g where the default keystore was JKS.

KSS is a service provided by Oracle Platform Security Services (OPSS) and there are a number of reasons
for preferring KSS over JKS.

e KSS provides integrated tooling
o EM and WLST support for creating/updating/import/exporting keys/certs
o Internal CA for generating CA signed keys/certs
e KSS provides better lifecycle management.
o Ability for multiple domains to share the same keystore is easier — since KSS provides
centralized storage (ex: DB based storage)
o Ability for segregation of keystores — ex: OWSM can have it’s own keystore via the concept
of “stripe” that exists in KSS.
o Simplified management as it doesn’t need passwords for accessing the private keys in the
keystore.
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7.1 Create “owsm” stripe and keystore

Click on the Weblogic domain on the LHS. Click on “Weblogic Domain->Security->Keystore” as shown in
the screenshot below.

m’ = OWSM Development > Overview

& @ localhost:7001 /em/face:

9 - Jersey JAX-RS client Proxy sample P A B~

y/keystore/keystoreHome?target=%2FDomain_base_domain%2Fbase_domain&itype=weblogic_domain c

ORACLE Enterprise Manager Fusion Middieware Control 12c Help v | 18 weblogic + | Logout O

Target Navigation base_domain @ Logged in as weblogic
View v Page Refreshed Aug 4, 2013 1:52:03 AM PDT o
' [ Application Deployments Home
&= (3 Internal Applications. Moritoring »
- [ Resource Adapters Control » § and its scope applies to an application stripe, To work with a stripe or a keystore, select its row in the table and select a menu option. On this page you can create a stripe, create a keystore within a stripe, manage certificates in a
b & helloworld Logs N te a stripe or keystore.
v
© helonrid restlent Deployments Delete | poManage | 2 Change Password
@) heloworld-restcient (Adn
6 DBC Data Sources [Protection
@) test (Adminserver) Messaging 4 nfa
'V (22 Weblogic Domain Cross Component Wiring ' nfa
v R b Services »
&5 Adminserver Other Services v
&> [ Metadata Repositories Environment »
Administration »
Refresh WebLogic Domain
J  Routng Topology

Seauity b Credentals
System MBean Browser Seaurity Provider Configuration
WebLogic Server Administration Console Aoplcation Polics
_ Tergetinformaton  pppication Rokes
Keystore
System Policies

Audit Policy

& Next 4 Previous & Highlight all [7] Match case
= T

T T— Pl —— N

m’ = OWsMI Develepment > Overview

€ | @ localhost 7001 /em/faces/as/security/keystore/keys 7Adf-Pag S42FDomain_base_domain%2Fbase_domainditype=weblogic_domain e

- Jersey JAX-RS client Proxy sample P A B~

ORACLE Enterprise Manager Fusion Middleware Control 12c tieb - | 38, weblogic ~ | Logout O

Target Navigation base_domain @ Logged in s weblogic
View - 4] webLogc Domain ~ Page Refreshed Aug 4, 2013 1:52:03 AMPDT
'V [ Application Deployments.
1 [ Internal Applications. Keystore
1> B3 Resource Adapters. Akeystore is a repository of security certificates, and its scope applies to an application stripe. To work with a stripe or a keystore, selectits row in the table and select a menu option, On this page you can create a stripe, create a keystore within a stripe, manage certificatesin a
5 & heloworld keystore, change a keystore password, or delete a stripe or keystore,

op Creste Stripe  ofp CreateKeystore 3¢ Delet= | @ Manage | 7 Change Password

v & test [ name [Frotection
@) test (AdminServer) b opss s
'V 23 WebLogic Domain b sstem b

b _

1> £ Metadata Repositories

Create Stripe

Enter Stripe Name.  Enter a uniaue st

* Stripe Name | owsm

OK | Cancel

> Find: JEE & Next 4 Previous & Highlight all [*] Match case
— —= =T

T T e a—
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Create a Keystore under the “owsm” stripe by clicking on “Create Keystore” button. The keystore can be
policy protected or password protected. Password protected will make it behave similar to JKS. | suggest

you retain the default which is policy based and uncheck the “Grant Permission” checkbox as shown in
the screenshot below.

mgoww Development > Overview I; ' Keystore: /Domain_base_domain/bas... x |[=] OWSMS.pf (spplication/pd Object) x] +
€ | @ localhostT001 /em/faces/as/security/ y

=

# - Jersey JAX-RS client Proxy sample P & B-

ys s 2Adf-Pag S62FDomain_base_domain%2Fbase_domaingitype=weblogic_domain 1 [

ORACLE Enterprise Manager Fusion Middleware Control 12¢

pelp = | 58 weblogic» | Logout ‘O

Target Navigation base_domain @

Logged in as weblogic
Webl Domain ¥
View + £ Weblogic

Page Refreshed Aug 4, 2013 1:52:03 AM PDT ()

[v B Appiication Deployment= ‘®
1> 3 Internal Applications @ tformation I]—‘
1> [ Resource Adapters. e e o et -

&> & helloworld
7 &) helloworld-restdient Keystore

@) helonorld-restclent (acr | Akeystore is a repository of security certificates, and its scope applies to an applcation stripe. To work with a stripe or a keystore, select ts row in the table and select a menu option. On this page you can areate a siripe, create akeystore within a siripe, manage certificates ina
V8 st keystore, change a keystore password, or delete a stripe or keystore

v ws;:ﬁ::mm o Create Stripe o CreateKeystore 3¢ Delete | 6 Create Keystore
b B ba iame [protect ipe Name owsm

b £ Metadata Repositories. P G o= nfa

*Keystore Name keystore
b ) system nia
[ owsm nia Protection @ Policy ©) Password

Keystore Password
Confirm Password

Grant Permisson

Code Base URL
OK Cancel
O D
x Find: & Next & Previous & Highlight all [] Match case (@ Phrase not found
e — e Th— o =

7.2 Generate keypair

The next step is to generate a keypair. You can do this by selecting the “owsm->keystore” and clicking
on “Manage” as shown in the screenshow below.
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€& | @ localhost 1001 /em/faces/asfsecurity/keystore/keystoreHom e?Adf-Page-Id=1&ttarget=%2FDomain_base_domain%2Fbase_domainéttype=weblogic_domain 0 @ - Jersey JAX-RS client Proxy sample £ & B-
| Enterprise Manager Fusion Middleware Contro c v s -
ORACLE' Ent M, Fusion Middl Control 12 rilp ~ | 33, weblogi Logout O
Target Navigation base_domain @ Logged in as weblogic
View 45 WebLogic Domain + Page Refreshed Aug 4, 2013 1:57:25 AMPDT
1> (3 Application Deployments
v [ webLogic Domain Keystore
v Akeystore is a repository of security certificates, and its scope applies to an application stripe. To work with a stripe or a keystore, selectits row in the table and select a menu option. On this page you can create a stripe, create a keystore within a stripe, manage certificatesin a
B Admeserver keystore, change 2 keystore passnord, or delete a stripe o keystore.
I B Mctodata Repositries o Create Stipe o CreateKeystore 9@ Delete | [SManagel] | 7 Change Password
[Name [Protection
b o oess nia
B o) system nja
V[ owsm nja
| & keystore Folicy
q
localhost7001 /em/faces/a ey y ?AdF-Page-ld=18target=/Domain_base_ - - domain®
x Find: & Next 4 Previous & Highlight all [] Match case (@ Phrase not found
e — o T— o T T
Generate a keypair by clicking on “Generate Keypair”
€ | @ localhost 001 /em/face: yfkeystorel' ertificate?Ad-PageId 9%2FDomain_base_domain%2Fbase_domain&itype=weblogic_domain 0 @ - Jersey JAX-RS client Proxy sample £ & B-
ORACLE Enterprise Manager Fusion Widdieware Control 12¢ telp + | 38, weblogic » | Logout O
Target Navigation base_domain @ Logged n 25 weblogic
— [ WebLogic Domain + Page Refreshed Aug 4, 2013 1:57:41 AM PDT (&
1> (3 Application Deployments
v B weblogicoman Keystore > Manage Certficates
v Manage Certificates: owsm/keystore
B dneserver To workwith a certificate or trusted certficate, selectits row in the table and select  menu option. On this page you can generate a keypar; generate a certficate sigring request (CSR) which you send o your CA to verify your identity and return a signed certficate; and export
or import a CA-signed certificate or trusted cerbicate, A CA-signed certificate must be imported into the wallet from which the CSR was generated.
L 3 Metadata Repositories
jGenerate CSR | ($yImport P Export | 3¢ Delete | 2 Change Password
[ Alias | subject Name Certificate Type  |Serial Number Certificate SHA1 Fingerprint. Expiration Date
No Certificates Found.
q
localhost7001 /em/faces/a yikey i df-PageId base_ - _domain®
*  Find: & Next 4 Previous & Highlight all [7] Match case Phiase not found
e — o T— o T

Use the default alias “orakey”. If you want to use a different alias — then additional steps will be
required.
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E’ 5 OWSM Development > Overview | (] Manage Certicates /Domein baze .

€& | @ localhost7001 /em/faces/as/s

4-%2FDomain_base_domain%2Fbase_domain&itype=weblogic_domain e

ystore/manageCertificate?Adf-Page-1d=2&t

Jersey JAX-RS client Proxy sample P # B-

ORACLE Enterprise Manager Fusion Middleware Control 12c

tieb + | 38 weblogic + | Logout O

Target Navigation base_domain @ Loggedin as weblogic
View + 4] WebLogic Domain ~ Page Refreshed Aug 4, 2013 1:57:41 AMPDT ()
L> [ Application Deployments:
v B Weblogic Domain Keystore > Manage Certificates
v _ Manage Certificates: owsm/ keystore

8 AdminServer To work with a cerfficate or rusted certificate, selectits row in the table and select a menu option, On this page you can generate a keypair; generate a certificate signing request (CSR) which you send to your CA ta verify your identity and return a signed certificate; and expart
o import a CA-signed certificate or trusted certificate. A CA-signed certificate must be imported into the walet from which the CSR was generated.
L> [ Metadata Repositories.

o Generate Keypair | ) Generate CSR | (@yImport 9 Export | 92 Nmisim | 2 Channs Pacsword
[izs [Subject Name (Ecaal EK Type |Serial Number Certificate SHA1 Fingerprint Expiration Date
o Certficates Found. st [y

* Common name |orakey

Organizational Unit | us

Organization
City
{
state
Country [ Unied tatg (o
—
RSA Key Size | 1034 [

ok |_cancel

* Find: & Next 4 Previous & Highlight all [] Match case Phrase not found
e - ool M~ T — ol = LI gam— T — ol — b

MEOWSM Development > Overview % | [} Manage Certificates: /Domain_base

€& | @ localhost 7001 /em/faces/

sisecurity/keystore/manageCertificate?Ad-Page-ld=2&target="2FDomain_base_domain%2Fbase_domainétype=weblogic_domain

~ Jersey JAX-RS client Proxy sample 2 4 B

ORACLE Enterprise Manager Fusion Widdleware Control 12 telp » | 38 weblogic » | LogOut (@]

Target Navigation base_domain @ Logged in s weblogic

View + £ Weblogic Damain + Page Refreshed Aug 4, 2013 1:57:41 AMPDT ()
1> £ Application Deployments
7 £ WiebLogic Domain Keystore > Manage Cerlificates

(] [base_domain| Manage Certificates: owsm/keystore
5 dninserver To work with a certificate or trusted certificate, selectits row in the table and select a menu option. On this page you can generate a keypair; generate a certificate signing request (CSR) which you send to your CA to verify your identity and return a signed certificate; and export
or import a CA-signed certificate or trusted certifcate, A CA-signed certficate must be mported into the wallet from which the CSR was generated,

1> £ Metadata Repositories

o Generate Keypair | ) Generate CR | yImport  7Export | 3¢ Delete | 7 Change Password
|atas |subject ame
orakey CN=orakey, OU=us,C=US

Certificate Type |Serial Number Certificate SHA1 Fingerprint Expiration Date
Public CA Signed C... 0x140488e633c 342abfa190b0 6 40 54 88 14 df b6 c6 <2 4F6c 32 4a 13 August 3, 2018

x $ Nect 4 Previous & Highlightall [7] Match case e
———— - - M~ T — . ol N —amll m il _—aal
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7.3 Negative Testing

Even though we created the keystore — if you test — you will see it results in a failure as shown below.

[E=S [ =]
MEIRIEY e £ -
T Favorites | 55 @) Web Slice Gallery v 2] eXpressSR.
| @ Error 500--Internal Server Error ] v B - [0 & v Pagev Sefety~ Tooksv @+
Error 500--Internal Server Error
Jjavax.ws.ra.] Hebﬂppl)cat)nnﬂxcEpt)cm 403 Forbidden
1loworld.Hell lientsHellosU: tAsTextPlain (Hell lient.java:187)
at 1 helloverld.Hell let.doget (Hell lec.Java:31)
at javax.servlet.http.HttpServlet.service (HttpServlet.java:731)
at javax.servlet.http.HttpServlet.service (HttpServlet.java:844)
=t weblogic. servies. invernal cyge: ceAction. run (StubSecurityielper . Java: 220)
2t weblog cernzl cyse 1per.java:2s4)
at weblogic.servlet.internal tyHelper. t. tyHelper.java:136)
et weblogic.serviet.incernal. 1 Jjava:341)
2t weblogic.serviec.internal.TailFilter.doFilter(TailFilter. java:25)
at weblogic.servlet.internal.FilterChainImpl.doFilter (FilterChainImpl.java:79)
at oracl ty. http. JpaRbaFilters1. run (JpshbsFilter. java:137)
et 3 ty.AccessController.doPrivileged (Native Method)
at 1 ty.Jps.util.JpsSub: t.dehsPrivileged (JpsSubject.java: 315)
at 1 Y. til. 1 (JpsPlatformUtil.java:460)
at 1 ty.3 http. JpaRbsFilter (JpsibsFilter.java:120)
at oracl 3 http. opeAbsEilter.doFil ilter.java:217)
at oracl . http.JpaFilter.doFilter (JpeFilter.iava:el)
at Heleq)c EIEFVlEt internal.FilterChainImpl.doFilter (FilterChainImpl.java:79)
at orect lec.DMSServietFilcer.doFilter (DMSServietFilter. Java: 225)
=% veblogic. servies davernal. FiluerChain mpd doTilcer (Filsercheialmpl JevaiTS)
at weblogic.servlet.internal Inve tionActi Java:3367)
at weblogic.servlet.internal TInvocationAction. r:un(ﬁebhppﬁervler.cnn[ex\:.ja\m:Sﬁﬁﬁ)
2t weblogic.securicy.acl.internal.Authenticatedsubject.dohs (RuthenticatedSubject. java:321)
2t weblogic.security.service.Securi 1s (Securi Java:120)
at weblogic.servlet.provider.’ WlﬁSUb]ectHandle ﬂm(WlﬁSuh]ectHandle Java:57)
at weblogic.serviec.internal tContext. java:2220)
2t weblogic.serviec.incernal text dExecut tContext. java:2146)
at weblogic.servlet.internal LEXT Tt text.Jjava:2124)
at weblogic.servlet.internal.Serv! Tmpl. run (Serv: Tmpl ]ava 1564)
2t weblogic.serviet.provider.C iderTmpl§WLsR (< mpl. jave:254)
2t weblog ¥.ExecuceInrezd T (ExecuteThread. Java: 295)
at weblogic.work.ExecuteThread.run (ExecuteThread.java:254)
Done €. Local intranet | Protected Mode: Off fa v Be® v .

——— — T e — e el el i T

7.4 Importthe “democa” CA certificate into “owsm” stripe
The reason it fails even after the keystore is set up is that the keypair we generated was signed by the

Internal CA that ships with KSS and the validation of the cert on the service side will fail as OWSM Agent
is unable to validate the Certificate path for the signing certificate.

Note: You will not run into this issue if you use self-signed certificates. Since we have used CA signed
(albeit an Internal CA signed certificate) — you need to import the CA cert into the OWSM keystore.

So you need to import the public certificate of the CA into the “owsm” stripe. Importing CA cert is a
three step process:

a) Identify the Certificate Authority (CA)
b) Export the CA cert from the “system” stripe in KSS.
c) Import the CA cert into the “owsm” stripe in KSS
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7.4.1 Identify the Issuer of the “orakey” key

Navigate to the Keystore service in EM as shown in the screenshot below. “Weblogic Domain->Security-

>Keystore”

€ @ localhost7001/em/faces/as/:

anage Certificates: /Domain_base_do... | 4

ertificatelAdf-P:

ge-ld=7 &target="%2FDomain_base_domain%2Fbase_domain&type=weblogic_domain [<

Pl A B~

ORACLE Enterprise Manager Fusion Middleware Control 12¢

telp v | 58 weblogic v | Logout O

Target Navigation
View +
7 2 Application Deployments
& (3 tnternal Appications
b [ Resource Adapters
1 &) helloworld
7 8 helloworld-restdient
@) helloworid-restclent (Adr
b B test
7 £ weblogic Demain
vl
&Sl Adminserver
1~ (2 Metadata Repositories

base_domain ®

Home
Moritoring
Control
Logs
Deployments
IDBC Data Sources
Messaging
Cross Component Wiring
Web Services
Other Services
Environment
Administration
Refresh WebLogic Domain
Routing Topalegy
Seauity
System MBean Browser
WebLogic Server Administration Console

Target Information

Logged nas weblogic
Page Refreshed Aug 11, 2013 8:42:56 PM PDT (&

re
lselectits row in the table and select a menu option. On this page you can generate a keypair; generate = certificate sigring request (CSR) which you send to your CA to verify your identity and return a signed certificate; and export
Ificate. A CA-signed certificate must be imported into the wallet from which the CSR was generated,

& Import Ry Export | I Delete | 7 Change Password

Certificate Type
Pubic CA Signed C

Serial Number
0x140438e633¢

Certificate SHA1 Fingerprint
3422 bfal 90 b0 6 40 5458 14 df b6 6 24760 32 42 13

[Expiration Date
August 3, 2018

Y Credentisls

Seaurity Provider Configuration

Appiication Policies

Application Roles
Keystore
System Policies
Audit Policy
El e
=S - _—

Expand the “owsm” stripe as shown in the screenshot below.

& 8 oamer

%2FDomain_base_domain%2Fbase_domaingttype=weblogic_domain

-

Ll A B~

ORACLE Enterprise Manager Fusion Middleware Control 12¢

ogicDomain v

telp v | 58 weblogic | Logout O

Target Navigation
View =
7 £ Application Deployments
& (3 nternal Appications
> [0 Resource Adapters
& & helloworld
v (& helloworld-restclient
@) helloworid-restcient (Adr
1 8 test
7 £ weblogic Domain
vl
&5l Adminserver
1> £ Metadata Repositories

base_domain @
] WebLogic Domain ~

Keystore

Akeystore is a repository of security certificates, and its scope applies to an application stripe. To work with a stripe or a keystore, selectits row in the table and select a menu option. On this page you can create a stripe, create a keystore within a stripe, manage certificates in a
keystore, change @ keystore password, or delete  stripe or keystore.

Logged i a5 weblogic
Page Refreshed Aug 11,2013 8:46:50 PM PDT

o CreateStripe e CreateKeystore 3¢ Delete | 6O Manage | 7 Change Password
[vame [pratection
b opss nfa
b o) system nfa
W ) owsm nfa
& keystore Policy

Select “keystore” and click on “Manage”. This will list all the keys/certs in the keystore as shown in the
screenshot below.
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€ @ localhost 7001 /em face:

| Manage Certificates: /Domain_base_do... | 4 =]

Ll A B~

security/keystore/manageCertificate?target=%2F Domain_base_domain32Fbese_domainéitype=weblogic_domain 1 [

ORACILE Enterprise Manager Fusion Middleware Control 12¢ telp v | 58 weblogic v | Logout O

Target Navigation base_domain @ Logged in as weblogic
view - 5] WebLogic Domain ~ Page Refreshed Aug 11,2013 8:52:25 PMPDT
7 (3 Application Deployments
> B3 Internal Appications Keystore > Manage Certificates
1> [ Resource Adepters Manage Certificates: owsm/keystore
b & hdloworid To work with 2 certificate or trusted certiicate, select its row in the table and select a menu option. On this page you an generate a keypair; generate a certficate signing request (CSR) which you send to your CA to verfy your identity and return a signed certificate; and export

ar import a CA-signed certificate or trusted certificate, A CA-signed certficate must be mportad into the wallet from which the CSR was generated,
¥ & helloworld-restdient

&) helonorkdrestdient (Ade o Generate Keypair | %) Generate CSR | (dyImport % Export | 3¢ Delete | 2 Change Password

b G et |ates |subject Neme ACertificate Type ~YSqrial Number Certificate SHA1 Fingerprint [Expiration Date

v
E’%ﬁ"“g“ D) orakey Chi=orakey,OU=us,C=US Public CA Signed C... 031404882633 34 22 bfa190 b0 6 40 5488 14d7b6 c6 2 476c 3240 13 August 3, 2018

&5l AdminServer
L 3 Metadata Repositories

— Tl o — el

Click on “orakey” for details.

You will notice that the key pair that was generated was CA signed as shown in the screenshot below.

| €& @ localhost: 7001 /em/faces/ P & B-

erificate?Adf-Page-Id=78utarget=32FDomain_base_domain%2Fbase_domainEitype=weblogic_domain c

ORACLE Enterprise Manager Fusion Middleware Conirol 12¢ Help ~ | 38 weblogic + | Logout O

Target Navigation base_domain Logged in as weblogic

View ~ Ei WebLogic Domain Page Refreshed Aug 11, 2013 8:42:56 PM PDT 0

'V [ Application Deployments

I (@l Intemel Appications Keystore > Manage Certificates
1> B3 Resource Adapters Manage Certificates: owsm/keystore
b &) heloword Towork with a certificate or trusted certificat* - you send to your CA to verify your identity and return a signed certificate; and export

o import a CA-sianed certficate or tusted c: Certificate Details for Alias: or:
7 ) helloworld-restdient S >
@ helloworld-resteient (Ad SUBECTTm i, Gl

o Generate Keypair | |4 Generate €S

b 8 test _ Subject Name Tssuer Name  CN=CertGenCA,OU=FOR TESTING ONLY,0=MyOrganization L =MyTown, ST=MyState,C=US [Certifate SrAt Frgerprnt s

'V [ WebLogic Domain

v orakey Cl=orskey, OU=s; StartDate August 4, 2013 3422bfal90b06 40 5488 14dfb6 6 246c324a 13 August 3, 2038,
&3 AdminServer ExpirationDate August 3, 2018
> B3 Metadata Repostories Key Type (Szein bits) RSA (1024bits)

Version X.509v3

Sgnature Algorithm  SHAZSGERSA
Serial Nomber 9%t certificate SHAL Fingerprint I
Certficate SHA Fingerprint (@) In FE¥adeamal o) I Base

3422bfa130b0 6 40 5488 14dfb6 c6 c24f6c 324 13

Certificate MDS Fingerprint

InBase64

348a6ha9 5f5d5a26b 7ccd B 226 cF 46

Extensions

subjecteyIDExtension {oid = 2.5.29.14, aritical = false, value =
caeba2aSaech 26 1375 2hegadboe 14518057243

Close.

« it 3
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7.4.2 Export “democa” CA cert from “system” stripe

Expand the “system” stripe. Select “castore” and click on “Manage”.

_

€ | @ localhost7001/em/faces/as/security/keystore/keys 7Adf-Pag S2FDoamain_base_domain%2Fbase_domaingype=weblogic_domain e Goagle Pl A B~
ORACLE Enterprise Manager Fusion Widdieware Control 12 telp - | 38, weblogic « | Logout O
Target Navigation base_domain @ Loggedin as weblogic
R 4] WebLogic Domain + Page Refreshed Aug 11,2013 8:46:50 PM PDT
7 £ Application Deployments
&> [ Internal Applications Keystore
> B3 Resource Adapters Akeystore is a repository of security certificates, and its scope applies to an application stripe. To work with a stripe or a keystore, selectits row in the table and select a menu option. On this page you can create a stripe, create a keystore within a stripe, manage certificatesina
b ) helloworld keystore, change a keystore password, or delete a stripe or keystore.
v
© hellooridrestient dp Create Stripe o CreateKeystore 9§ Delete | bAManage | 7 Change Password
@, helloworid-restclent (adr
e [vame |Protecton
7 £ WebLogic Domain b opss nfa
vE V[ system nla
&5l Adminserver & tust Policy
I [ Metadata Repositories . & castore Palicy
(& demoidentity Passnord
W 2 owsm nfa
& keystore Polcy
q
¥
—_— Tl o~ T e

You will see a “democa” alias.

- ]
anage Certificates: /Domain_base do... | + =

€ | @ localhost 7001 /em/faces! Google Pl A B-

security/keystore/manageCertificate?Adf-Page-d=128target=%2FDomain_base_domain%2Fbase_domain&type=weblogic_domain e

ORACLE Enterprise Manager Fusion Middleware Conirol 12¢ telp ~ | 38 weblogic + | Logout O

Target Navigation base_domain @ Logged in as weblogic
View » 4 WebLogic Domain ~ Page Refieshed Aug 11,2013 8:55:18 PM PDT (&
'V [ Application Deployments
1> B3 Internal Applications Keystore > Manage Certificates
> [ Resource Adapters Manage Certificates: system/castore
5 & heloword To work with a certificate or trusted certificate, selectits row in the table and select a menu option, On this page you can generate a keypair; generate a certificate signing request (CSR) which you send to your CA to verify your identity and return a signed certificate; and export
¢ B hedonmidctd or import a CA-signed certificate or trusted certificate. A CA-signed certificate must be iported into the wallet from which the CSR was generated,
B helloworld-restdlient
&) helonorkdrestdient (Adn dp GenerateKeypair | (@) Generate CR | dyImport R Export | 3 Delete | 7 Change Password
5 E‘E :St Alizs |subject Name | certificate Type [serial Number Certificate SHA1 Fingerprint |Expiration Date |
- %ﬁ o< Do B cemoca CN=CertGenCA, OL=FOR TESTING ONLY,0=MyOrgarization,L =MyTown, ST=MyState, C=US Self Signed Certfic.. 0x6432806640%af... a61715h646h263¢6m33b171f099d3546af7c8  December 1, 2032
5 Adminserver
I> [ Metadata Repositories
1
4 m E
localhost:7001/em/faces/as/security/key: ertificate?Adi-Page-ld=128target=/Domain_base X -_domain®

= m— S —— el e el
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]

ertificate?Adi-Page-Id=128ttarget= %2FDomain_base_domain%2Fbase_domainkitype=weblogic_domain

\"?VEHI"GMIE Pl & B-

Certificate Details for Alias: democa

Subject Name  CN=CertGenCA,OU=FOR TESTING ONLY,0 =MyOrganization L =MyTown, ST=MyState, C=US

Issuer Name OU=FCR TESTING ONL

tion L =MyTown,ST=MyState,C=US
StartDate November 30, 2012

Expration Date December 1, 2032
Key Type (Sizein bits) RSA (2048 bits)

Version X,509v3

Certificate SHA1 Fingerprint (@) In FiE¥ageamal () I 8356

@61715b646b263c6h83b171f099d3546af7cB
Certificate MDS Fingerprint (@) In Hexadecmal () In Base64

f233c1afas 958ba3 sccedfd 16 57 ad

keylUsageExtension {oid = 2.5.29. 15, ditical = true, value = [KEY CERT_SIGNI}
basicConstraintsExtension {oid = 2.5.23. 19, critical = true, value = [CA = true, pathien =
T

‘subjectieyIDExtension {oid = 2.5.29. 14, aritical = false, value =
'3438fd450880cfc Td2eBdf1df8a133b011580062)

Click on “Export” and click on “Export Certificate” as shown in the screenshot below. You will be
prompted to save the cert to a file. Save it on the file system.

nage Certificates: /Domain_base do..

y/key: ertificate?Adi-Page-Id=128ttarget=%2FDomain_base_domain32Fbase_domainkity pe=weblogic_domain

ﬁ,\fve‘@'&ngle

Certificate

the entire text in the box from BEGIN
CERTIFICATE to END CERTIFICATE to the intended location; o cick "Export Certificate " to export the certficate toa
file. You may want to do this if another party wants to trust your certificate directly.

|—-—-szem camTIFICaTE: A

BAGTREART

ADBe
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7.4.3 Import “democa” CA cert to “owsm” stripe

To import the “democa” cert, navigate to the “owsm” strip and click on “Manage”. This will open the
owsm/keystore page. Click on “Import” as shown in the screenshot below.

& @ am/faces

Manage Certificates: /Domain_base_do... | 4

geCertificate?Adf- Page-Id=148target=%2FDomain_base_domain%i2Fbase_domain&type=weblogic_domain <]

Google £ & E-
ORACLE Enterprise Manager Fusion Middleware Control 12¢

telp ~ | 38 weblogic - | Logouwr O
Target Navigation base_domain @ Logoed i 25 weblogic
View = 14 weblogic Demain ~ Page Refreshed Aug 11, 2013 8:57:05 PM PDT &
v (23 Applcation Deplayments
&= (20 Internal Appleations =
1= (3 Resource Adapters Manage Certificates: owsm/keystore
Tt To work with a certiicate or trusted certficate, selectits fow in the table and select a menu option, On this page you can generate a keypai; generate & certficate signing request (CSR) which vou send 1o your CA 1o verify your identity and return a signed certficte; and export
85 vk R or import a CA-signed certificate or trusted certificate. A CA-signed certificate must be imported into the wallet from which the CSR was generated.
@) helonoridastcient (0 | e Generate keypar | ¥ Generate s | [SJiREN  Export | 3¢ Deiete | 2 Change Password
by b 8wt [wias [Subject Name Certificate Type | Serial Number Certificate SHAL Fingerprint [Expiration Date
& adminserver
L [ Metadata Repositories
|
ity/key o Darmain_base. ._domai . domaing
B T T e T— — —r

Clicking on “Import” will open a dialog box as shown in the screenshot below. Select the Certificate Type

as “Trusted Certificate”. Provide the alias as “democa” and select the file from the file system saved
from section 7.4.2.

m Manage Certificates: /Domain_base_... % Ig Managing Keys and Certificates with ... IE Managing Keys and Certificates with.... % ] +

€ @ localhost 7001 /em/fa

ecurity/keystore/manageCertificate?Adt-Page-ld=14

%2FDomain_base_domain%2Fbase_domain&type=weblogic_domain <

Goagle Pl A B~

ORACLE Enterprise Manager Fusion Middleware Control 12¢

Help + | 58 weblogic » | Logout ‘O

Target Navigation base_domain &

Logged n 25 weblogic
e £ WebLogic Domain +

Page Refreshed Aug 11, 2013 8:57:05 PM PDT &
7 £ Applcation Deployments.

> B8 Internal Aplcatons Keystore > Manage Certficates
1> B Resource Adzpters Manage Certificates: owsm/keystore
[ — To work with a certificate or trusted certificate, selectits row in the table and select a menu option. On this page you an generate a keypair; generate a certificate signing request (C5R) which you send to your CA to verify your identity and return a signed certificate; and export
< ar import a CA-signed certificate or trusted certificate, A CA-signed certificate must be imported into the wallet from which the CSR was generated,
7 8 helloworld-restdient —
@) heloworld restclient (Ad mport Certificate

o Generate Keypair | | Generate ©

> B test Certificate Type | Trusted Certificate [ Cortificaic SR Fngmprt Eoornns
v

(33 webLogic Doman e CN=orakey, OU=us,C . 3432 bfa190b0 640 5488 14.f b6 c6 <2 46c324a 13 August 3, 2018

v i [base domain| Aias | democa

&5l Adminserver
L e Certiicate Source () Paste Certiicate or Certficate Chain

@ elect a file that contains the Certificate or CZ” Choose File containing a valid certficate. I

* File Name [D-\platforn-dev\wsm-devthow-o' [_Browse_

ok | Cancel

Click “OK”
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I =3 =

77 v | |29 Google ol & B~

{_} Manage Certificates: /Domain_base_... % I@ Managing Keys and Certificates with ... = l@ Managing Keys and Certificates with

f r ertificate?Adi-Page-Td=14 %2FDomain_base_domain%2Fbase_domain&itype=weblogic_domain il

€ | @ localhost:7001/em/faces/as/sec

2%

¥

Help v |

weblogic v | Logout ©

ORACILE Enterprise Manager Fusion Middleware Control 12¢

Target Navigation base_domain & Loggedin as weblogic
View ‘ 45 WebLogic Domain + Page Refreshed Aug 11,2013 857:05 PMPDT ()
7 [ Application Deployments (@ Information o]
&> [ Internal Applications TrustedCertificate imported successfully. [}
1> [ Resource Adapters -
& & helloworld
¥ & helloworld-estdient Keystore > Manage Certificates
@) heloworldrestcient (acr | Manage Certificates: owsm/ keystore
b @ test To work with a certificate or trusted certificate, selectits row in the table and select a menu option. On this page you an generate a keypair; generate a certificate signing request (CSR) which you send to your CA to verify your identity and return 2 signed certificate; and export
. or import a CA-signed certificate or trusted certiicate. A CA-signed certficate must be mported nta the wallet from which the CSR was generated,
v 2 WebLogic Domain
vd 3 o Generate Keypair | ) Generste CSR | (@yImport 9 Bxport | 9¢ Delete | 2 Change Password
AdminServer
[ Alias [subject Neme (Certificate Type Serial Number Certificate SHA1 Fingerprint [Expiration Date
L 3 Metadata Repositories
orakey CN=orakey,OU=us,C=US Public CA Signed Certificate 0x140438e633c 34 2abfal90b0 640 5488 14dfb6 62 4F6c 3242 13 August 3, 2013
democa CN=CertGenCA,OU=FOR TESTING ONLY,O=MyOrgarization,L=MyTown,5T=MyState,C=US Trusted Certificate Ox643a8066409afc . ca 617150 646b 2636 o 83b171 093 d3546a f7c3  December 1, 2032
q
“ i
Iocalhost:7001/em/faces/a yikey: rificate?Ad.. =148 Domain_base X - domain®
T T Th— — = i s
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8 Testing

m

The server localhost at weblogic requires a username and password.

Warning: This server is requesting that your username and password be

cent in an insecure manner (basic authentication without a secure
connection),

’weblogic ]

| eseseced |

Remember my credentials

O [ v tctosn s-amr-cior -T8[o]x][P wue 5]
T Favorites {g &) Web Slice Gallery ~ & eXpressSR

@ HelloWorldServiet

M v B v @ v Pager Sefetyr Tookv @+

Output from REST serviceHello weblogic

The servlet has received a GET. This is the reply

Done € Local intranet | Protected Mode: Off fa v BEBE v
=
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m

The server localhost at weblogic requires a username and password.

Warning: This server is requesting that your username and password be

zent in an insecure manner (basic authentication without a secure
connection).

’ testuser ]

| sseseses |

Rernember my credentials

| ok || cancel

€ He ervlet [E=N (IR~
G [ - Bf 4 X ][ conge 2]
¢ Favorites 5k @] Web Slice Gallery v & eXpressSR
& HelloWorldServiet ﬁ [dIRd - [ dh v Pagev Safetyv Toolsv @+
Output from REST service:Hello tesmser

‘The serviet has received a GET. This is the reply.

o

€& Local intranet | Protected Mode: Off

L g—

- ®ex v .
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OAuth Configuration

8.1

8.2

8. OAuth Configuration

Ul configuration

OAuth Identity Domain Maintenance will require below maintenance to configure Ul Component for
Authorizing consent.

The value of Consent Page URL ( Menu -> OAuth -> Identity Domain Maintenance) is configured
as http://host:port?homeComponent=authorize-consent&homeModule=open-
banking&applicationType=digx-auth.

Weblogic configuration

OAuth Maintenance will require below maintenance in weblogic to configure an URL.

Step 1: Login to weblogic
Step 2: Go to Security Realms

ORACLE' webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & £ditbutton to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
~Domain Partitiens
- Environment
Deployments

~Diagnostics

How do L..

« Search the configuration

« Use the Change Center

» Record WLST scripts

« Change Consale preferences
« Manage Console extensions

« Monitor servers

@ Home Log Out Preferences Help Q Welcome, wehleglcl(nnnzzted to: obdx_domain

Home
Home Page

Information and Resources

= Configure appiications = Comman Administration Task Descriptions
= Configure GridLink for RAC Data Source = Read the documentation
= Configure 2 Dynamic Cluster = Ask a question on My Oracle Support

Recent Task Status

Set your console preferences

= Orade Enterprise Manager

Domain Configurations

« Domain WTC Servers

Resource Group Templates

Jolt Connection Pools

« Domain Partitions

Resource Groups
« Partition Work Managers

Log Files

Diagnostic Modules

Built-in Diagnostic Modules

Deployments

o Servers Diagnostic Images

- Clusters Request Performance

- Server Templates « Messaging - Archives
= Migratable Targets = IMS Servers » Context
« Coherence Clusters = Store-and-Forward Agents o sHp

Machines

= 115 Madules

Interceptors

Step 3: Go to myrealm

ORACLE' WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit buttan to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

obdx_domain
-Domain Partiions

ironment
Deployments
-services

- Diagnostics

Howdo I... =]

+ Configure new security realms
s Enable autematic realm restart

+ Delete security realms

+ Change the default security reaim

System Status =]

Liaslth of Drimnin Gariare as of 13:7a oM

@ Home Log Out Preferences Help Q Welcome, wehhgm‘(unn!ned to: obdx_domain

Home >Summary of Security Realms

Summary of Security Realms
A security realm is a container for the mechanisms~including users, oroups, security roles, security policies, and security providers--that are used to protect WebLogic resources, You can have multiple active

security realms in a WebLogic Server domain, but only on can be set as the default security realm, which is reserved for domain administrative purpases.

This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to explore and canfigure that realm.

[ Customize this table

Realms (Filtered - More Columns Exist)

Giick the Lok & Edi button in the Change Center to activate all the buttons on this page.

New| [Delete Showing 1to 1 of 1 Previous | Next

Default Realm ‘

[ove |

Showing 1to 1 of 1 Previous | Next
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http://host:port?homeComponent=authorize-consent&homeModule=open-banking&applicationType=digx-auth
http://host:port?homeComponent=authorize-consent&homeModule=open-banking&applicationType=digx-auth

Step 4: Go to Providers

OAuth Configuration

ORACLE' webLogic Server
Change Center
View changes and restarts

Giick the Lock & Edit button to modify, add or
delete items in this domain.

Lock &Edit
Release Configuration

Domain Structure.

cbdx_domain
~Domain Partitions

—Securky Realms
nteroperabiity

Administration Consele 12¢

Settings for myrealm

Save

Note:

@ Home Log Out Preferences [ Record Help

Configuration | Users and Groups | Roles and Policies | Credential Happ q

General | RDBIS Securiy Store

1f you are implementing Security using JACC (Java Authorization Contract f
and the security functions for Web applications and EJBs in the Administration Console are disabled.

Home >Summary of Security Realms >myrealm

ration

User Lockout | Performance

diick the Lock & Edif button in the Change Center to modify the seftings on this page.

Use this page to configure the general behavior of this security realm.

~Diagnostics.
Name: myrealm
) Security Model Default: DD Only v
~ ) Combined Role Mapping Enabled

HowdoL.. B

« Configure new security realms
« Enable automatic realm restart

« Manage security for Web applications and
=

« et the defauit security model
- Delegate MBean authorization to the realm

Step 5: Go to OBDXIWT

ORACLE WebLogic Server Administration Gonsole 12¢

Change Center
View changes and restarts

Click the Lack & Edit button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
~Damain Partitions
- Enviranment
~Deployments

- Interoperabilty

Settings for myrealm
Configuration

Authentication

P Customize this table

Authentication Providers

@ Home Log Out Preferences & Record Help

Users and Groups

Password Validation

] Use Authorization Providers to Protect JMX Access

Automatically Restart After Non-Dynamic Changes

Home >Summary of Security Reslms >myrealm >Providers

Roles and Policies | Credential Mappings | Providers | Migration

Authorization | Adjudication | Role Mapping | Auditing

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers of DBIMS.

Click the Lock & Edi button in the Change Center to activate all the buttons on this page.

or Containers as defined in JS 115), you must use the DD Only security model. Other WebLogic Server models are not avalable

Credential Mapping

Welcome, weblogic ‘ Connected to: obdx_doma

‘The name of this secunty reaim.  More Info...

Specifies the default security model for Web applications or EJBs that are secured by
this security realm. You can override this default during deployment. More Info...

Determines how the role mappings in the Enterprise Application, Web application,
and EJB containers interact. This setting is valid only for Web applications and EJBs
that use the Advanced security model and that initalize roles from deployment
descriptors.  More Info...

Configures the WebLogic Server MBean servers to use the security realm’s
Autharization providers to determine whether a JMX dient has permission to access
an MBzan attribute or invoke an MBazn oparation.  More Infa.

Specifies whether the Realm will be auto-restarted if non-dynamic changes are
made to the realm or providers within the reaim. More Info...

Welcome, weblogic ‘ Connected to: obdx_domain

Certification Path

~Diagnostics
New| [Delete | |[Reorder Showing 1to S of 5 Previous | Next
Name Description Vversion
DBAuthenticator OBDX - DB Authenticator 18.3.2.2.0,956
SQLAuth Provider that performs DBMS authentication 10
HowdoL.. E]
OBDXIW (OBDX Identity Assertion Provider (JWT and QAuth) 18.3.2.2.0,956
» Configure authentication and identity DefaultAuthenticator Weblogic Authentication Provider 10
assertion providers
« Configure the Password Validation provider Defaulidentitysserter ‘wiebLogic Identity Assertion provider 10
« Manage security providers

« Setthe JAAS control flag

o Re-order authentication providers

New| [Delete |Rewmer

Showing 1to50f 5 Previous | Next

Step 6: Go to Provider Specific

ORACLE webLogic Server Administration Gonsole 12¢

Change Center
View changes and restarts

Click the Lack & Edit button to modify, add or
delete items in this domain.

Lack & Edit

Release Configuration

Domain Structure
obdx_domain
-Domain Partitions
Environment
Deployments
-services
~Security Realms

I Interoperability
-Diagnostics

How do L., =]

Mo task help found.

System Status =
Health of Running Servers as of 12:25 PM
Failed (0)

Critical (0)
Overloaded (1)

@ Home Log Out Preferences [ record Help

Hame =Summary of Security Realms >myresim >Providers >0BDXIWT

Settings for OBDXIWT

Configuration

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save

‘This page allowis you to define the general configuration of this provider.

4] Name:

] Active Types:
Available:

4] Bases4 Decoding Required:

Save

0BDXIWT

OBDX Identity Assertion Provider (JWT and OAuth)

185.22.0,956
Chosen:
Authorization
&
»
<
«®
true
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OAuth Configuration

Step 7: Edit Oauth URL and add the following url and save.
“http://{{host}}:{{manage-server-port}}/digx-auth/v1/token/info”

ORACLE' webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [&d]

Help Q

¢ Resims >myrasim > Providers > OBDXIWT

Welcome, weblogic ‘ ‘Connected to: obdx_domain
View changes and restarts e »Summary o Sxa

Click the Lock & Edit button to modify, add or Settings for OBDXJWT
delete feems i

Configuration
Lock & Edit

Common | Provider Specific

Domain Structure Click the Lock & Edit button in the Change Center to modify the setiings on this page.
obdx_domain
~Domain Partitions
-Environment
~Deployments
“Senvices
~Security Realms
- Interoperability stEnabled
~Diagnestics

Save

“This page allows you to configure addition attributes for this security provider

in_oracle._col

Save

Click the Lock & Edi button in the Change Center to modify the settings on this page.

Howdo I... B

Mo task help found.

System Status =t
Health of Running Servers as of 12:25 PM

[ Failed(0)
[ ontial (0)
[ Overloaded (1)

Home
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Extensibility and Code Conventions

9. Extensibility and Code Conventions

Code Convention of Account API’'s

Accounts related APl should use below arguments and return type for working with UK Open
Banking

Arguments
SessionContext sessionContext

com.ofss.digx.app.openbanking.dto.accounts.uk.AccountRequestDTO
accountRequestDTO

Return Type

BaseResponseDTO<T>
Where T extends DataTransferObject

Any service implemented with the above type of argument will be compatible with UK Open
Banking.

Code Convention of Payment API’s

Payment related APl should use below arguments and return type for working with UK Open
Banking

Arguments
Create and Read Method
SessionContext sessionContext
Any DTO Object which extends com.ofss.digx.app.openbanking.dto.consent.uk.UKPaymentDTO

Any service implemented with the above type of argument will be compatible with UK Open
Banking.

Error Message Framework

The Error Message Framework helps convert the OBAPI error response according to the UK Open
Banking Specifications.

The error response structure for Open Banking Read/Write APls is as follows:
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Extensibility and Code Conventions

"Message": "...",

"Errors™; [

{

"ErrorCode™: "...",
"Message": "...",
"Path": "...",

"Url" L

1.1

The UK Open Banking specified error response is handled using
DIGX_OB_UK_OBDX_ERROR_MAP table.

The contents of the table are as follows:

Column Name

Description

DIGX_ERROR_CODE

Represents the OBAPI error codes. This is a Primary and
Unique Key

UK_ERROR_CODE

Represents the Open Banking specified error code

PATH Represents the reference to the JISON Path of the field with
error.
Can be null.

URL Represents the URL to help remediate the problem, or

provide more information etc.
Can be null.
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For mapping OBAPI error codes with UK Open Banking specified codes below script can be
used:

Insert into DIGX_OB_UK_OBDX_ERROR_MAP
(DIGX_ERROR_CODE,UK_ERROR_CODE,PATH,URL) values ('%%OBDX Error
Code%%',%%0pen Banking specified error code%%', '%%Path%%', '%%URL%%');
For example —

Insert into DIGX_OB_UK_OBDX_ERROR_MAP

(DIGX_ERROR_CODE,UK_ERROR_CODE,PATH,URL) values
('DIGX_OB_0010','UK.OBIE.Field.Missing', 'Data.Initiation ',null);

Below Query is used to check the OBAPI errors mapped with UK Open Banking specified error
codes in the system

select * from DIGX_OB_UK_OBDX_ERROR_MAP;

For configuring HTTP status codes with custom message, below script can be used:
Insert into DIGX_FW_CONFIG_ALL_B (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED_FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST_UPDATED_DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER)

values (‘%%HTTP Status code%%','OpenBankingErrorConfig’,'%%Error
Message%%','N',null,'OpenBanking Error Message','ofssuser’,sysdate,'ofssuser’,sysdate,"Y',1);

Below Query is used to check the Open Banking HTTP status codes in the system

select * from digx_fw_config_all_b where category_id = ' OpenBankingErrorConfig';

Permission Response Handler

Permissions is used in only Account API's. Based on Permissions, Response is generated based
on permissions.

OBAPI consists of Permission Handler against each type of permissions. This configuration is
availble in the table DIGX_OB_UK_PERMISSIONS_PRIMARY
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The contents of the table are as follows:

Column Name Description

SERVICEID Represents the OBAPI Service Id for which the
permission and its handler is available

PERMISSION Represents Permission

RESPONSEHANDLER Represent Permission Handler

Permission Handler can be overriden or can be newly introduced. This will be required for
additional fields mapping which is not available OOTB. Steps for the same are as follows

Introducing Permission Handler

New Permisison Handler should implement interface IResponseHandler

New Permission Handler should have below methods

public static <T implements IResponseHandler> getinstance()

public <T extends DataTransferObject> assembleResponse(DataTransferObject object,
List<String> permissions) — This method assembles response from object to the require response
object which needs shown in the API response. Object is the response got from base sevice and
T will be the response object require by API specifications. Assembling of the values will be done
this method

public int getPriority() — This defines the high priority of the handler to be applied for assembling
response in case of permissions and its handler has been consented by the user i.e. Basic and

Detail permission will have different handlers but if the consent is both the permisison the priority
of the handler will decide which needs to be executed on high priority.

Home
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